Depending on the activities, size and structure of the organisation, it can be good practice for
controllers or processors:

¢ to identify the positions which would be incompatible with the function of DPO

e todraw up internal rules to this effect in order to avoid conflicts of interests

e toinclude a more general explanation about conflicts of interests

e to declare that their DPO has no conflict of interests with regard to its function as a DPO, as a
way of raising awareness of this requirement

e to include safeguards in the internal rules of the organisation and to ensure that the vacancy
notice for the position of DPO or the service contract is sufficiently precise and detailed in
order to avoid a conflict of interests. In this context, it should also be borne in mind that
conflicts of interests may take various forms depending on whether the DPO is recruited
internally or externally.

4  Tasks of the DPO

4.1. Monitoring compliance with the GDPR

Avrticle 39(1)(b) entrusts DPOs, among other duties, with the duty to monitor compliance with the
GDPR. Recital 97 further specifies that DPO ‘should assist the controller or the processor to monitor
internal compliance with this Regulation’.

As part of these duties to monitor compliance, DPOs may, in particular:

e collect information to identify processing activities,
¢ analyse and check the compliance of processing activities, and
e inform, advise and issue recommendations to the controller or the processor.

Monitoring of compliance does not mean that it is the DPO who is personally responsible where there
is an instance of non-compliance. The GDPR makes it clear that it is the controller, not the DPO, who
is required to ‘implement appropriate technical and organisational measures to ensure and to be able
to demonstrate that processing is performed in accordance with this Regulation’ (Article 24(1)). Data
protection compliance is a corporate responsibility of the data controller, not of the DPO.

4.2. The DPQO’s role in a data protection impact assessment

According to Article 35(1), it is the task of the controller, not of the DPO, to carry out, when
necessary, a data protection impact assessment (‘DPIA’). However, the DPO can play a very important
and useful role in assisting the controller. Following the principle of data protection by design, Article
35(2) specifically requires that the controller ‘shall seek advice’ of the DPO when carrying out a
DPIA. Article 39(1)(c), in turn, tasks the DPO with the duty to ‘provide advice where requested as
regards the [DPIA] and monitor its performance’.

or head of IT departments) but also other roles lower down in the organisational structure if such positions or
roles lead to the determination of purposes and means of processing.
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The WP29 recommends that the controller should seek the advice of the DPO, on the following issues,
amongst others*:

e whether or not to carry out a DPIA

¢ what methodology to follow when carrying out a DPIA

e whether to carry out the DPIA in-house or whether to outsource it

e what safeguards (including technical and organisational measures) to apply to mitigate any
risks to the rights and interests of the data subjects

o whether or not the data protection impact assessment has been correctly carried out and
whether its conclusions (whether or not to go ahead with the processing and what safeguards
to apply) are in compliance with the GDPR

If the controller disagrees with the advice provided by the DPO, the DPIA documentation should
specifically justify in writing why the advice has not been taken into account®.

The WP29 further recommends that the controller clearly outline, for example in the DPO’s contract,

but also in information provided to employees, management (and other stakeholders, where relevant),
the precise tasks of the DPO and their scope, in particular with respect to carrying out the DPIA.

4.3. Risk-based approach

Article 39(2) requires that the DPO ‘have due regard to the risk associated with the processing
operations, taking into account the nature, scope, context and purposes of processing’.

This article recalls a general and common sense principle, which may be relevant for many aspects of
a DPO’s day-to-day work. In essence, it requires DPOs to prioritise their activities and focus their
efforts on issues that present higher data protection risks. This does not mean that they should neglect
monitoring compliance of data processing operations that have comparatively lower level of risks, but
it does indicate that they should focus, primarily, on the higher-risk areas.

This selective and pragmatic approach should help DPOs advise the controller what methodology to
use when carrying out a DPIA, which areas should be subject to an internal or external data protection
audit, which internal training activities to provide to staff or management responsible for data
processing activities, and which processing operations to devote more of his or her time and resources
to.

35 Article 39(1) mentions the tasks of the DPO and indicates that the DPO shall have ‘at least’ the following
tasks. Therefore, nothing prevents the controller from assigning the DPO other tasks than those explicitly
mentioned in Article 39(1), or specifying those tasks in more detail.
36 Article 24(1) provides that ‘taking into account the nature, scope, context and purposes of processing as well
as the risks of varying likelihood and severity for the rights and freedoms of natural persons, the controller shall
implement appropriate technical and organisational measures to ensure and to be able to demonstrate that
processing is performed in accordance with this Regulation. Those measures shall be reviewed and updated
where necessary’.

17



4.4. The DPO’s role in record-keeping

Under Article 30(1) and (2), it is the controller or the processor, not the DPO, who is required to
‘maintain a record of processing operations under its responsibility’ or ‘maintain a record of all
categories of processing activities carried out on behalf of a controller’.

In practice, DPOs often create inventories and hold a register of processing operations based on
information provided to them by the various departments in their organisation responsible for the
processing of personal data. This practice has been established under many current national laws and
under the data protection rules applicable to the EU institutions and bodies.*

Article 39(1) provides for a list of tasks that the DPO must have as a minimum. Therefore, nothing
prevents the controller or the processor from assigning the DPO with the task of maintaining the
record of processing operations under the responsibility of the controller. Such a record should be
considered as one of the tools enabling the DPO to perform its tasks of monitoring compliance,
informing and advising the controller or the processor.

In any event, the record required to be kept under Article 30 should also be seen as a tool allowing the
controller and the supervisory authority, upon request, to have an overview of all the personal data
processing activities an organisation is carrying out. It is thus a prerequisite for compliance, and as
such, an effective accountability measure.

%7 Article 24(1)(d), Regulation (EC) 45/2001.
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9 What are the safeguards to enable the DPO to perform her/his tasks in an independent
manner (Article 38(3))?

Several safeguards exist in order to enable the DPO to act in an independent manner as stated in
recital 97:

e No instructions by the controllers or the processors regarding the exercise of the DPO’s tasks
e No dismissal or penalty by the controller for the performance of the DPO’s tasks
e No conflict of interest with possible other tasks and duties

For more information, see sections 3.3 to 3.5 of the Guidelines.

10 What are the ‘other tasks and duties’ of a DPO which may result in a conflict of
interests (Article 38(6))?

The DPO cannot hold a position within the organisation that leads him or her to determine the
purposes and the means of the processing of personal data. Due to the specific organisational structure
in each organisation, this has to be considered case by case.

As a rule of thumb, conflicting positions may include senior management positions (such as chief
executive, chief operating, chief financial, chief medical officer, head of marketing department, head
of Human Resources or head of IT departments) but also other roles lower down in the organisational
structure if such positions or roles lead to the determination of purposes and means of processing.

For more information, see section 3.5 of the Guidelines.

Tasks of the DPO (Article 39)

11 What does the notion of ‘monitor compliance’ with the GDPR encompass (Article
39(1)b)?

As part of these duties to monitor compliance, DPOs may, in particular:

o collect information to identify processing activities,
o analyse and check the compliance of processing activities, and
e inform, advise and issue recommendations to the controller or the processor.

For more information, see section 4.1 of the Guidelines.



12 Is the DPO personally responsible for non-compliance with the GDPR?

No, DPOs are not personally responsible for non-compliance with the GDPR. The GDPR makes it
clear that it is the controller or the processor who is required to ensure and to be able to demonstrate
that processing is performed in accordance with this Regulation’ (Article 24(1)). Data protection
compliance is the responsibility of the controller or the processor.

13 What is the role of the DPO with respect to the data protection impact assessment
(Article 37(1)(c) and the record of processing activities (Article 30)?

As far as the data protection impact assessment is concerned, the controller or the processor should
seek the advice of the DPO, on the following issues, amongst others:

o whether or not to carry out a DPIA;

e what methodology to follow when carrying out a DPIA;

e whether to carry out the DPIA in-house or whether to outsource it;

e what safeguards (including technical and organisational measures) to apply to mitigate any
risks to the rights and interests of the data subjects;

e whether or not the data protection impact assessment has been correctly carried out and
whether its conclusions (whether or not to go ahead with the processing and what safeguards
to apply) are in compliance with the GDPR.

For more information, see section 4.2 of the Guidelines.

As far as the record of processing activities is concerned, it is the controller or the processor, not the
DPO, who is required to maintain a record of processing operations. However, nothing prevents the
controller or the processor from assigning the DPO with the task of maintaining the record of
processing operations under the responsibility of the controller. Such a record should be considered as
one of the tools enabling the DPO to perform its tasks of monitoring compliance, informing and
advising the controller or the processor.

For more information, see section 4.4 of the Guidelines.



