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Semnificatia Zilei Europene a Protectiei Datelor

Celebrarea Zilei Europene a Protectiei
Datelor a fost stabilitd pe data de 28 ianuarie a
fiecdrui an de Comitetul de Ministri al Consiliului
Europei.

Aceastd datd corespunde aniversdrii
adoptdrii, la Strasbourg, a Conventiei nr. 108
pentru protectia persoanelor cu privire la
prelucrarea automatd a datelor cu caracter
personal - act normativ ce reprezintd
fundamentul in asigurarea protectiei datelor cu
caracter personal lanivel european.

Printre reglementdrile cu impact major
pentru domeniul protectiei datelor personale,
amintim:

- Declaratia universald a drepturilor
omului, adoptatd de Organizatia Natiunilor
Unite, ce a stabilit, incd din 1948, o recunoastere a
dreptului la viatd privatd, prin art. 12 care
statueazd cd “Nimeni nu va fi supus la imixtiuni
arbitrare in viata sa personald, in familia sa, in
domiciliul sau in corespondenta sa, nici la atingeri
aduse onoarei si reputatiei sale. Orice persoand are
dreptul la protectia legii impotriva unor asemenea
imixtiuni sau atingeri.”

- Pactul international cu privire la
drepturile civile si politice al Organizatiei
Natiunilor Unite ce stabileste, prinart. 17, dreptul
persoanei de a fi ocrotitd impotriva unor imixtiuni
sau atingerialevietii sale private.

- Ghidul privind protectia vietii private si
fluxurile transfrontaliere de date cu caracter
personal, adoptat de Organizatia pentru
Cooperare si Dezvoltare Economicd, ce contine

principii de bune practici in prelucrarea datelor cu
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caracter personal.

- Conventia europeand pentru apdrarea
drepturilor omului si a libertdtilor fundamentale,
adoptatd de Consiliul Europei, ce consacrd dreptul
oricdrei persoane fizice la respectarea vietii sale
private si de familie, a domiciliului si a
corespondentei. Afectarea acestui drept de cdtre
autoritdtile publice nu este permisd decat in mod
exceptional, atunci cand este prevdzutd prin lege si
cdnd reprezintd o mdsurd necesard pentru a
proteja siguranta publicd, securitatea nationald,
bundstarea economicd a tdrii, apdrarea ordinii si
prevenirea faptelor penale, protectia sdndtdtii, a
moralei, a drepturilor si libertdtilor altora, intr-o
societate democraticd. Acest document este
considerat un instrument-esential pentru
protejarea dreptului la viatd privatd.

- Conventia nr. 108 pentru protejarea
persoanelor fatd de prelucrarea automatizatd a
datelor cu caracter personal, adoptatd de Consiliul
Europei la Strasbourg, pe data de 28 ianuarie
1981, ce a constituit punctul de plecare pentru
reglementdrile din domeniul protectiei datelor cu
caracter personal si se bazeazd pe doud principii
fundamentale: libertatea utilizdrii acestor date,
precum si respectarea drepturilor persoanelor
cdrora le apartin datele in cauzd. Conventia
Consiliului Europei nr. 108/1981 defineste o serie
de principii de bazd universal recunoscute privind
exactitatea, corectitudinea si finalitatea utilizdrii
datelor personale, ce vor fi reluate ulterior in
reglementdrile nationale in domeniu, stabilind in

acelasi timp standarde cu fortd juridicd obligatorie.
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Aceastd reglementare europeand oferd o platforma
pentru cooperarea multilaterald a statelor care au
ratificat-o, iar dispozitiile sale si ale Protocoalelor
aditionale ale acesteia fac parte din dreptul intern,
avand prioritate fatd de legile nationale, in
materia drepturilor omului.

- Rezolutia 1165 (1998) privind dreptul la
viatd privatd, adoptatd de Adunarea
Parlamentard a Consiliului Europei, ce reafirmd
importanta dreptului fiecdrei persoane la viata
privatd, precum si a dreptului la libertatea de
exprimare, ca valori fundamentale pentru o
societate democraticd.

- Recomandarea (99)5 pentru protectia
vietii private pe internet, adoptatd de Comitetul de
Ministrial Consiliului Europet, ce contine o serie de
principii de prelucrare adecvatd destinate
utilizatorilor si furnizorilor de servicii de internet.

- Tratatul privind Functionarea Uniunii
Europene ce contine prevederi privind protectia
datelor cu caracter personal (art. 16 B), stipuland
cd orice persoand are dreptul la protectia datelor cu
caracter personal care o privesc si cd respectarea
normelor in domeniul protectiei datelor se supune
controlului unei autoritdti independente. Astfel,
dreptul la protectia datelor cu caracter personal se
ridicd la nivel de drept fundamental, dandu-se
efect Cartei Drepturilor Fundamentale a Uniunii
Europene.

- Carta Drepturilor Fundamentale a
Uniunii Europene ce dobdndeste valoare juridicd
egald cu cea a tratatelor, in temeiul art. 6 alin. 1 din
Tratatul privind Functionarea Uniunii Europene.
Carta Drepturilor Fundamentale a Uniunii

Europene constituie sursa recunoasterii dreptului
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la protectia datelor cu caracter personal, pe care 1l
diferentiazd de traditionalul respect pentru viata
privatd si de familie, statuat de prevederile art. 7,
in cuprinsul capitolului , Libertdti” al acesteia. Prin
prevederile exprese ale art. 8 din Carta Drepturilor
Fundamentale a Uniunii Europene, dreptul la
protectia datelor cu caracter personal se
contureazd ca un drept distinct si autonom, iar ca
efect al adoptdrii Tratatului de la Lisabona
dobandeste statut de drept fundamental la nivelul
Uniunii Europene. Tot prin aceeasi reglementare
este consacrat si rolul de control al unei autoritdti
independente la nivel national.

- Directiva 95/46/EC privind protectia
persoanelor fizice cu privire la prelucrarea datelor
cu caracter personal si libera circulatie a acestor
date ce a fost adoptatd de Parlamentul European si
Consiliu, la data de 24 octombrie 1995, si
stabileste in mod exhaustiv, regulile de utilizare a
datelor cu caracter personal. Aceastd directivd
impune, de asemenea, ca fiecare stat sd infiinteze
si sd garanteze functionarea unei autoritdti
nationale independente de supraveghere, cu
competente de control asupra operatorilor din
domeniul public siprivat.

- Directiva 2009/136/CE a Parlamentului
European si a Consiliului de modificare a Directivei
2002/22/CE privind serviciul universal si
drepturile utilizatorilor cu privire la retelele si
serviciile de comunicatii electronice, a Directivei
2002/58/CE privind prelucrarea datelor
personale si protejarea confidentialitdtii in
sectorul comunicatiilor publice si a

Regulamentului (CE) nr. 2006/2004 privind )
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cooperarea dintre autoritdtile nationale
insdrcinate sd asigure aplicarea legislatiei in
materie de protectie a consumatorului ce
reprezintd actul normativ prin care Comisia
Europeand a finalizat procedura de revizuire a
cadrului european in domeniul comunicatiilor
electronice. Unul dintre principalele obiective ale
acestei directive este promovarea intereselor
utilizatorilor, prin asigurarea unui inalt nivel de
protectie a datelor cu caracter personal si a vietii
private si prin asigurarea integritdtii $i securitdtii
retelelor si serviciilor de comunicatii electronice.

- Constitutia Romdniei - art. 26 ce a
statuat dreptul la viatd intimd, familiald si
privatd, in capitolul Drepturi si libertdti
fundamentale, previzand cd “Autoritdtile publice
respectd si ocrotesc viata intimd, familiald si
privatd. Persoana fizicd are dreptul sd dispund de
ea insdsi, dacd nu incalcd drepturile si libertdtile
altora, ordinea publicd sau bunele moravuri.” Aflat
in corelare cu principiul libertdtii individuale (art.
21), dreptul la viatd privatd este abordat
constitutional in stransd legdturd cu principiul
inviolabilitatii domiciliului (art. 27) si al secretului
corespondentei (art. 28).

- Legea nr. 677/2001 pentru protectia
persoanelor cu privire la prelucrarea datelor cu
caracter personal si libera circulatie a acestor date,
cu modificdrile si completdrile ulterioare, ce a
reglementat in plan national, in strdansd
consonantd cu dispozitiile Directivei 95/46/EC,
regulile generale si speciale de colectare, stocare si

utilizare a datelor cu caracter personal. Acest act
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normativ constituie nucleul unui sistem normativ,
aflat in plin dinamism, consacrat protectiei vietii
private si, implicit, protectiei datelor cu caracter
personal.

- Legea nr. 682/2001 privind ratificarea
Conventiei pentru protejarea persoanelor fatd de
prelucrarea automatizatd a datelor cu caracter
personal, adoptatd la Strasbourg la 28 ianuarie
1981, care contine trei declaratii raportate la sfera
de aplicabilitate statuatd prin prevederile art. 3 ale
Conventiei. Astfel, legiuitorul romdn a ales sd
extindd sfera de aplicare a Conventiei 108/1981 si
asupra prelucrdrilor neautomate, asupra
prelucrdrilor de date cu caracter personal efectuate
de asociatii, fundatii sau organizatii. In acelasi
timp, au fost excluse din domeniul de aplicare al
Conventiei prelucrdrile efectuate in cadrul
activitdtilor din domeniul apdrdrii nationale si
sigurantei nationale, precum si prelucrdrile
efectuate de cdtre persoanele fizice exclusiv pentru
uzul lor personal, dacd datele in cauzd nu sunt
dezvdluite.

- Legea nr. 506/2004 privind prelucrarea
datelor cu caracter personal si protectia vietii
private in domeniul comunicatiilor electronice, cu
modificari si completdri, ce a urmdrit stabilirea
unor conditii specifice aplicabile furnizorilor de
retele publice de comunicatii electronice si
furnizorilor de servicii de comunicatii electronice
destinate publicului, precum si furnizorilor de
registre ale abonatilor care prelucreazd date cu

caracter personal, in cadrul activitdtii lor
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- Legea nr. 102/2005 privind infiintarea,
organizarea si functionarea Autoritdtii Nationale
de Supraveghere a Prelucrdrii Datelor cu Caracter
Personal, cu modificdrile si completdrile ulterioare,
ce a stabilit crearea unei autoritdti nationale
independente si autonome de protectie a datelor cu
caracter personal, atributiile si parghiile acesteia
de actiune.

- Legea nr. 238/2009 privind
reglementarea prelucrdrii datelor cu caracter
personal de cdtre structurile/unitdtile
Ministerului Administratiei si Internelor in
activitdtile de prevenire, cercetare si combatere a
infractiunilor, precum si de mentinere si asigurare
a ordinii publice, republicatd, ce a stabilit reguli
specifice de utilizare a datelor cu caracter personal,
avand ca punct de plecare Recomandarea (87)15 a

conditiile legii speciale.
Comitetului de Ministri al Consiliului Europei.
- Legea nr. 141/2010 privind infiintarea,

organizarea si functionarea Sistemului Informatic
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Sistemul de Informatii Schengen, republicatd.

la Sistemul de informatii privindvizele.

National de Semnaldri si participarea Romaniei la

- Legea nr. 271/2010 pentru infiintarea,
organizarea si functionarea Sistemului national de

informatii privind vizele si participarea Romdniei

- Codul civil ce cuprinde o sectiune
dedicatd respectdrii vietii private si a demnitdtii
persoanei umane. Astfel, orice persoand are
dreptul la respectarea vietii sale private, nimeni
neputdnd fi supus vreunor imixtiuni in viata
intimd, personald sau de familie, nici in domiciliul,
resedinta sau corespondenta sa, fard
consimtamantul sdu. In acelasi timp, se prevede
regula generald cd orice prelucrare de date

personale se realizeazd numai in cazurzle st in

Efect al Tratatului de la Lisabona, dreptul

la protectia datelor personale a fost recunoscut ca
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Regulamentul general privind protectia datelor- RGPD

Parlamentul European si Consiliul au
adoptat, in data de 27 aprilie 2016, Regulamentul
(UE) 2016/679 privind protectia persoanelor
fizice in ceea ce priveste prelucrarea datelor cu
caracter personal si privind libera circulatie a
acestor date si de abrogare a Directivei 95/46/CE -
Regulamentul general privind protectia datelor.

Regulamentul (UE) 2016/679, publicat
in Jurnalul Oficial al Uniunii L119 din 4 mai
2016, stabileste un set unic de reguli, direct
aplicabile in toate statele membre ale Uniunii
Europene, incepand cu data de 25 mai 2018, sieste
destinat protejdrii mai eficiente a vietii private a
persoanelor fizice de pe teritoriul Uniunii
Europene. Principiile si regulile stabilite de
Regulament privesc un drept fundamental al
persoanei — dreptul la protectia datelor personale,
garantat de art. 8 al Cartei Drepturilor
Fundamentale a UE si art. 16 al Tratatului de

functionarea UE.

Regulamentul general privind
protectiadatelorse aplicd:

* Prelucrdrii datelor cu caracter personal in
cadrul activitdtilor derulate la sediul unui operator
sau al unei persoane imputernicite de operator pe
teritoriul Uniunii, indiferent dacd prelucrarea are
loc sau nu pe teritoriul Uniunii.

o Prelucrdrii datelor cu caracter personal ale

unor persoane vizate care se afld in Uniune de
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cdtre un operator sau o persoand imputernicitd de
operator care nu este stabilit(d) in Uniune, atunci
cand activitdtile de prelucrare sunt legate de:

- oferirea de bunuri sau servicii unor astfel
de persoane vizate in Uniune, indiferent dacd se
solicitd sau nu efectuarea unei pldti de cdtre
persoana vizatd; sau

- monitorizarea comportamentului lor
dacd acesta se manifestd in cadrul Uniunii.

o Prelucrarii datelor cu caracter personal de
catre un operator care nu este stabilit in Uniune, ci
intr-un loc in care dreptul intern se aplica in

temeiul dreptului international public.

Noutiti aduse de Regulamentul
general privind protectia datelor

Sunt garantate drepturi noi persoanelor
vizate, peldngd cele deja existente:

Dreptul de a fi uitat: persoana vizatd
poate cere stergerea datelor dacd acestea sunt
prelucrate ilegal, fdrd consimtdmant sau dacd
datele nu mai sunt necesare scopului in care au fost
prelucrate initial.

Acest drept nu este unul absolut, fapt
pentru care vor fi analizate intotdeauna
circumstantele specifice fiecdrui cazinparte.

Dreptul la portabilitatea datelor:
oferd posibilitatea persoanei vizate de a cere sd se
transmitd datele la un alt operator sau de a primi

datele personale care o privesc si pe care le-a
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Regulamentul general privind protectia datelor- RGPD

furnizat operatorului. . o
prelucrate datele, mai cu seamd in cazul

Operatorul de date trebuie sa ofere datele . ,
prelucrdrilor de date care pot presupune un risc
intr-un format structurat, utilizat in mod curent, o . . . .
ridicat pentru viata privatd a persoanelor, situatie
prelucrabil automat si interoperabil, tocmai X . ,
in care operatorul trebuie sd efectueze un studiu de
pentru ca si un alt operator de date sa le poata , .
impact asupra vietii private.
prelucra ulterior; operatorul de date poate , 5 J
Regulamentul introduce doua noi
transmite datele personale direct altui operator de . ) .
principii esentiale pentru operatorii de date:
date ales de persoanavizata. , ) ,
. . . privacy by design &privacy by default:
Prevederi specifice referitoare la . . i
L. Privacy by design: presupune luarea in
minori: sunt necesare reguli clare si simple pe , .
considerare a protectiei datelor cu caracter
care tandrul/copilul sda le inteleagd si trebuie . i
personal tncd de la momentul conceperii (privacy
obtinut consimtdmantul pdrintelui/tutorelui, , A ) il
by design) unei aplicatii sau a unei prelucrdri:
dupd caz. L - . /
. . minimizarea colectdrii datelor in functie de scop,
Cooperare consolidata intre . . g L
L. cookie-uri, perioada de stocare, informatiile
autoritatile de supraveghere - in cazul , ; , -
furnizate persoanelor vizate, obtinerea
prelucrdrilor de date transnationale (cele care L , / :
consimtamantului persoanelor vizate, securitatea
privesc persoane din mai multe state membre UE), , o
si confidentialitatea datelor cu caracter personal,
Regulamentul oferd autoritdtii de supraveghere rrs AL
garantarea rolului si responsabilitdtii pdrtilor
dintr-un stat competente pentru a se asigura, . /]
implicate in efectuarea prelucrdrii datelor.
aldturi de autoritdtile din celelalte state implicate, . ]
Privacy by default: se referd la
cd datele personale sunt prelucrate conform , T L] , ]
aplicarea de mdsuri tehnice si organizatorice
regulilor siprincipiilor stabilite de acesta. ; il L]
. adecvate pentru a asigura cd, in mod implicit, sunt
Mecanismul one stop shop, pentru ,
prelucrate numai date cu caracter personal care
operatorii de date care isi desfdsoard activitdtile in ! ik
sunt necesare pentru fiecare scop specific al
mai multe state membre UE, autoritatea de A i
prelucrdrii (privacy by default), avand in vedere
supraveghere competentd este cea din statul
volumul de date colectate, gradul de prelucrare a
membru in care operatorul respectiv isiare stabilit | , Fi;
acestora, perioada de stocare si accesibilitatea lor,
sediul principal. ! 4 \
. . astfel incdt datele cu caracter personal sd nu fie
Responsabilizarea operatorilor de i 4 g g
accesate, fard interventia persoanei, de un numdr
date pune accentul pe transparenta fatd de

nelimitat de persoane;
persoana vizatd si pe responsabilitatea
operatorului de date fatd de modul in care sunt A -
; S ’ J:MS
www.dataprotection.ro S
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Responsabilul pentru protectia
datelor

Numirea unui responsabil pentru
protectia datelor la nivelul operatorului de date
reprezintd una dintre mdsurile prin care se
incearcdresponsabilizarea operatorilor de date.

Responsabilul cu protectia datelor cu
caracter personal trebuie sd fie desemnat pe baza
calitdtilor profesionale si, in special, a
cunostintelor de specialitate in dreptul si practicile
din domeniul protectiei datelor, precum si pe baza
capacitdtii de a indeplini sarcinile previzute in
Regulament, fiind necesare pe langd anumite
calitati personale (ex: integritate si etica
profesionald), cunostinte si o anumitd pozitie,
independentd, in cadrul organizatiei.

Responsabilul trebuie sd aibd anumite
calitdti profesionale, precum: experientd in
legislatia si practicile de protectie a datelor la nivel
national si european, intelegere adecvatd a RGPD;
nivelul necesar de cunostinte in domeniul
protectiei datelor in functie de operatiunile de
prelucrare a datelor efectuate si de nivelul de
protectie necesar pentru datele cu caracter
personal prelucrate; sd inteleagd operatiunile de
prelucrare efectuate, precum si sistemele de
informatii si necesitdtile de securitate si protectie a
datelor prelucrate de operator; in cazul unei
autoritdti sau institutii publice, responsabilul cu
protectia datelor trebuie sd detind, de asemenea,
cunostinte privind reglementdrile legale

referitoare la organizarea si functionarea acestora,
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precum si a procedurilor interne administrative ce
vizeazd desfdsurarea activitdtii.

Responsabilul cu protectia datelor poate fi
angajat al operatorului/persoanei imputernicite
de operator sau poate sd-si indeplineascd sarcinile
pe baza unui contract de prestdri servicii.

Prin Ordinul nr. 1786/2017 privind
modificarea si completarea Clasificdrii ocupatiilor
din Romania - nivel de ocupatie (sase caractere),
aprobatd prin Ordinul ministrului muncii, familiei
si protectiei sociale si al presedintelui Institutului
National de Statisticd nr. 1.832/856/2011 a fost
introdusd in COR aceastd noud ocupatie sub
denumirea “responsabil cu protectia datelor cu
caracter personal” - cod COR 242231. i

Sanctiuni severe: Regulamentul
introduce sanctuni de pand la 10 — 20 milioane de
euro sau intre 2% si 4% din cifra de afaceri la nivel
international, pentru sectorul privat.

Regulamentul stabileste criterii clare de
individualizare a sanctiunilor: natura, gravitateq
si durata incdlcdrii, caracterul deliberat al
incdlcdrii, actiunile intreprinse pentru a reduce
prejudiciul cauzat, gradul de rdaspundere sau orice
incdlcdri anterioare relevante, modul in care
incdlcarea a fost adusd la cunostinta autoritdtii de
supraveghere, conformitatea cu mdsurile adoptate
impotriva operatorului sau a persoanei
imputernicite de operator, aderarea la un cod de

conduitd si orice alt factor agravant sauatenuant.
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ANSPDCP este structuratd in mai multe Activitatea curentd include formularea
compartimente: de recomanddri si avize la solicitdrile primite din
O plangeri partea operatorilor, efectuarea de investigatii din
O control oficiu sau in urma plangerilor cetdtenilor,
O evidentdoperatori primirea de notificdri si furnizarea de informatii
O juridicsicomunicare dinregistrul de evidentd a prelucrdrilor de date.
O relatiiinternationale

In anul 2017 ANSPDCP a primit 3734 de plangeri si sesizri.

Plangeri si Sesizdri
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Investigatiile efectuate au vizat in principal:

- prelucrarea datelor cu caracter personal in comunicatiile electronice,

- prelucrarea datelor cu caracter personal in sectorul financiar-bancar,

- prelucrarea datelor cu caracter personal prin mijloace de supraveghere video
- prelucrarea datelor personale la nivelul autoritdtilor publice judetene

- prelucrarea datelor personale la nivelul unitdtilor de politie

- prelucrarea datelor cu caracter personal la nivelul unitatilor de turism

In anul 2017 s-a efectuat un numdr de 818 investigatii, pe baza plangerilor/sesizdrilor primite sau din
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Protectia datelor personale
pe plan european si international

[0 inEuropa

Uniunea Europeand a adoptat “directiva
privind protectia datelor” (Directiva 95/46/CE)
pe data de 24 octombrie 1995.

Avand in vedere evolutiile tehnologice, in
ianuarie 2012, Comisia Europeand a decis
actualizarea cadrului normativ  european in
domeniul protectiei datelor prin emiterea unui

proiect de Regulament care sd inlocuiascd
Directiva 95/46/CE.

Astfel, indatade 27 aprilie 2016, Parlamentul
European si Consiliul au adoptat pachetul
legislativ in domeniul protectiei datelor format din
Regulamentul (UE) 2016/679 privind protectia
persoanelor fizice in ceea ce priveste prelucrarea
datelor cu caracter personal si privind libera
circulatie a acestor date si de abrogare a Directivei

[0 Peplaninternational

Printre ultimele state care au ratificat
Conventia 108 pentru protejarea persoanelor fatd
de prelucrarea automatizatd a datelor cu caracter
personal se numdrd San Marino, Turcia,
Mauritius, Senegal si Tunisia.

Singapore, Coreea de Sud, Hong Kong si
Japonia au in vedere revizuirea legislatiei
nationale in domeniul protectiei datelor cu caracter
personal ludnd in considerare punerea in aplicare a
Regulamentului General privind Protectia Datelor
incepand cudata de 25 mai 2018.

95/46/CE, si din Directiva (UE) 2016/680 a
Parlamentului European si a Consiliului privind
protectia persoanelor fizice referitor la
prelucrarea datelor cu caracter personal de cdtre
autoritdtile competente in scopul prevenirii,
depistdrii, investigdrii sau urmdririi penale a
infractiunilor sau al executdrii pedepselor. si
privind libera circulatie a acestor date.

Potrivit Regulamentului general privind
protectia datelor, Grupul de Lucru Art. 29 -
format din reprezentanti ai autoritdtilor de
protectie a datelor din Uniunea Europeand —se va
transforma, incepand cu data de 25 mai 2018, in-
Comitetul european pentru protectia datelor.

Pentru transferul datelor cu caracter
personal din Uniunea Europeand cdtre
organizatii de pe teritoriul american, Statele
Unite garanteazd un nivel adecvat de protectie a
datelor in temeiul Scutului de Confidentialitate
UE-SUA, recunoscut prin Decizia Comisiei
Europene (UE) 2016/1250.
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The significance of the European Data Protection
Day

The celebration of the European Data
Protection Day was decided by the Committee of
Ministers to take place on the January 28 of each
year.

This date corresponds to the anniversary
of the adoption in Strasbourg of Convention no.
108 on the protection of individuals with regard to
the automated processing of personal data — a
normative act which represents the foundation for
the protection of personal data at European level.

Among the most important regulations
with impact on the personal data protection we
state:

- The Universal Declaration of Human
Rights, adopted by the United Nations
Organisation, recognised, since 1948, the right to
privacy, more precisely in Article 12 which states
that “No one shall be subjected to arbitrary
interference with his privacy, family, home or
correspondence, nor to attacks upon his honour
and reputation. Everyone has the right to the
protection of the law against such interference or
attacks”.

- The International Covenant on Civil and
Political Rights of the United Nations
Organisation establishes in Article 17 the right of
a person to the protection against any interference
orattacks.

- The Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data,
adopted by the Organisation for Economic

Cooperation and Development contains principles

of good practice in processing personal data.

- The European Convention for the
Protection of Human Rights and Fundamental
Freedoms, adopted by the Council of Europe,
establishes that any person has the right to respect
for his private and family life, his home and his
correspondence. There shall be no interference by a
public authority with the exercise of this right
except such as is in accordance with the law and is
necessary in a democratic society in the interests of
national security, public safety or the economic
well-being of the country, for the prevention of
disorder or crime, for the protection of health or
morals, or for the protection of the rights and
freedoms of others. This document is considered to
be an essential for the protection of private life.

- Convention 108 for the protection of
individuals with regard to automatic processing of
personal data, adopted by the Council of Europe in
Strashourg, on the 28th of January 1981 is
considered to be a starting point for the regulations
in the data protection field and is based on two
fundamental principles: the liberty for using these
data, as well as the respect for the rights of the
persons to whom the data belong. The Council of
Europe Convention no. 108/1981 defines a series
of main principles universally recognized
concerning the accuracy, correctness and the
finality of the personal data usage which will be
later used in the national regulations in the field,
establishing, in the same time, standards with

binding character.
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The significance of the European Data Protection
Day

This European regulation offers a
platform for the multilateral cooperation of the
states that have ratified it, and its provisions and
the ones of the additional Protocols are part of the
national law, having priority towards the domestic
laws on humanrights.

- Resolution 1165 (1998) on the right to
privacy, adopted by the Parliamentary Assembly
of the Council of Europe, restates the importance of
each person's right to private life, as well as the
right to freedom of expression, as fundamental
values for a democratic society.

- Recommendation (99)5 on the
protection of privacy on the Internet, adopted by
the Council of Europe Committee of Ministers,
contains a series of principles for an adequate
processing for users and Internet service providers.

- The Treaty on Functioning of the
European Union, contains dispositions on the
protection of personal data (Article 16 B), stating
that any person has the right to the protection of
personal data and that the observance of the rules
in the data protection field is subject to the control
of an independent authority. Thus, the right to the
protection of personal data is considered a
fundamental right, giving effect to the Charter of
Fundamental Rights of the European Union.

- The Charter of Fundamental Rights of
the European Union gains legal value equal to the
one of the treaties, according to Article 6 (1) of the
Treaty on Functioning of the European Union. The
Charter of Fundamental Rights of the European
Union constitutes the source for recognising the

right to the protection of personal data which is

www.dataprotection.ro

different for the traditional respect for private and
family life, stated by Article 7 in its chapter
“Liberties”. By the express provisions of Article 8 of
the Charter of Fundamental Rights of the
European Unions, the right to personal data is
outlined as a distinctive and autonomous right and
as effect of adopting the Lishon Treaty it acquires
the statute of a fundamental right at European
Union's level. The supervisory authority of an
independent authority at national level is settled
down by the same regulation.

- Directive 95/46/EC on the protection of
individuals with regard to the processing of
personal data and on the free movement of such
datawas adopted by the European Parliament and
the Council on the October-24, 1995 and
establishes, in an exhaustive manner, the rules for
the use of personal data. This European act states
the basic rules and principles regarding the
collection of personal data only for specific, explicit
and legitimate purposes, regarding the retention of
accurate data only for the period relevant for the
established purposes. This directive imposes, also,
for every state to set up ant to guarantee the
functioning of a national independent supervisory
authority, which investigative powers of the data
controller from the public and private field.

- Directive 2009/136/EC of the European
Parliament and Council amending Directive
2002/22/EC on universal service and users'rights
relating to electronic communications networks
and services, Directive 2002/58/EC concerning
the processing of personal data and the protection

of privacy in the electronic communications sector
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The significance of the European Data Protection
Day

and Regulation (EC) No 2006/2004 on
cooperation between national authorities
responsible for the enforcement of consumer
protection laws, represents the normative act
through which the European Commission finalised
the revision procedure of the European framework
within the field of electronic communications. One
of the Directive's main objectives is to promote the
users' interests by ensuring a high level of
protection of personal data and private life by
ensuring the integrity and security of the electronic
communications networks and services.

- Romania's Constitution — article 26
establishes the right to intimate, family and
private life within the fundamental rights and
liberties Chapter, stating that “public authorities
respect and observe the intimate, family and
private life. Natural persons have the right to self
determination, insofar as he/she does not infringe
on others' rights and liberties, public order and
good morals”. Being correlated to the principle of
individual liberties (article 21), the right to private
lifeis analysed, from a constitutional point of view,
with the principle of inviolability of one's home
(article 27) and secrecy of correspondence (article
28).

- Law no. 677/2001 on the protection of
individuals with regard to the processing of
personal data and the free movement of such data,
with the subsequent amendments and
modifications, has regulated at national level, in
strong consonance with the provisions of Directive
95/46/EC, the general and specific rules on the

collection, storage and use of personal data. This
normative act constitutes the core of an extremely
dynamic legal system dedicated to the protection of
private life and, implicitly, to the protection of
personal data.

- Law no. 682/2001 on ratifying the
Convention on the protection of individuals with
regard to the automated processing of personal
data, adopted in Strasbourg on January 28, 1981,
is also part of this legal system and contains three
declarations relative to the scope established by
article 3 of the Convention. The Romanian
legislator has, thus, tried to extend as well the
scope of Convention 108/1981 to the non-
automated processing of personal data carried out
by associations, foundations.or organisations. At
the same time the Convention's scope excluded the
processing of personal data carried out within the
activities of national defence, national security, as
well as the processing of personal data carried out
by individuals exclusively for their personal use, if
the data in question were not destined to be
disclosed.

- Law no 506/2004 on the protection of
private life within the field of electronic
communications established the specific
conditions applicable to the providers of public
electronic communications networks and
electronic communications services which are
destined to the public, as well as to the providers of
subscribers' registries who process personal data

within their commercial activities.
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The significance of the European Data Protection

- Law no. 102/2005 on setting up,
organisation and functioning of the National
Supervisory Authority for Personal Data
Processing, with the subsequent modifications and
amendments, established the setting up of an
independent and autonomous data protection
authority, its attributions and means of action.

- Law no. 238/2009 regulating the
processing of personal data by the structures and
units of the Ministry of Administration and
Interior in the activities of prevention,
investigation and counter crime and maintaining
public order, as republished, established specific
rules on the use of personal data, having as a
starting point Recommendation (87)15 of the
Council of Europe's Committee of Ministers

- Law no. 141/2010 on setting up,
organisation and functioning of the National
Schengen Information System and Romania’s

participation to the Schengen Information System,

republished.

- Law no. 271/2010 on setting up,
organisation and functioning of the national visa
information system and Romania's participation
thevisainformation system.

- The Civil Code contains a section
dedicated to the respect for private life and human
dignity. Thus, every person is entitled to the
observance of his/her right to private life and no
one may be subjected to any interference within
his/her private, personal or family life, nor to
his/her home, residence or correspondence without
his/her consent. At the same time, as a general
rule, it is provided that any processing of personal
data is carried out only in the cases and under the
conditions provided by specific legislation.

Following the Treaty of Lishon, the right
tot the protection of personal data was recognised

as a fundamentalright of the European Union.
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General Regulation on Data Protection - GDPR

The European Parliament and the Council
adopted, on April 27, 2016, Regulation (EU)
2016/679 on the protection of natural persons
with regard to the processing of personal data and
on the free movement of such data, and repealing
Directive 95/46/EC - General Data Protection
Regulation.

Regulation (EU) 2016/679, published in
the Official Journal of the Union L 119 on May 4,
2016, establishes an unique set of rules, directly
applicable in all the Member States of the
European Union, starting with May 25, 2018 and
is intended to protect the privacy of individuals
more effectively within the European Union. The
principles and rules established by the Regulation
concern a fundamental right of the person - the
right to the protection of personal data,
guaranteed by Article 8 of the Charter of
Fundamental Rights of the EU and Article 16 of
the Treaty on the Functioning of the EU.

The General Regulation on Data
Protectionis applicable to:

The processing of personal data in the
context of the activities of an establishment of a
controller or a processor in the Union, regardless of
whether the processing takes place in the Union or
not.

The processing of personal data of data
subjects who are in the Union by a controller or
processor not established in the Union, where the
processing activities are related to:

- the offering of goods or services,

irrespective of whether a payment of the data

subject is required, to such data subjects in the
Union; or
- the monitoring of their behaviour as far
as their behaviour takes place within the Union.
The processing of personal data by a
controller not established in the Union, but in a
place where Member State law applies by virtue of

publicinternational law.

Novelties brought by the General
Regulation on Data Protection

New rights are guaranteed to the data
subjects, in addition to existing ones:

Right to be forgotten:
the data subject may request the deletion of the
data if they are illegally proces-sed,'wz'thout the
consent or if the data are no longer necessary for
the purpose for which they were initially processed.

This right is not an absolute one, which is
why the circumstances of each case will always be
analysed.

Right to data portability: offers the
data subject the opportunity to request the data to
be transferred to another controller or to receive
the personal data concerning him and which were
provided to the controller.

The data controller should offer the data
in a structured, commonly used and machine-
readable format, precisely because another data
controller can process them later; the controller
may directly transmit those data to another

controller.
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General Regulation on Data Protection - GDPR

The data protection officer should have
certain professional qualities such as: expert
knowledge of data protection law and practices at
national and European level, as well as an
adequate understanding of the GDPR; the
necessary level of knowledge in the data protection
field according to the data processing operations
performed and the level of protection required for
the processed personal data; to understand the
processing operations performed, as well as the
information systems and security and data
protection needs of the data processed by the data
controllers; in the case of a public authority or
institution, the data protection officer should also
have knowledge of the legal regulations governing
their organisation and functioning, as well as of
the internal administrative procedures related to

the conduct of the activity.

The data protection officer may be a staff
member of the controller or processor, or fulfil the
tasks on the basis of a service contract.

By Order no. 1786/2017 on the modification and

www.dataprotection.ro

completion of the Occupation Classification in
Romania - level of occupation (six characters),
approved by Order of the Ministry of Labour,
Family and Social Protection and of of the
president of the National Institute of Statistics no.
1.832/856/2011, this new occupation under the
name of “Data protection officer” — code COR
242231 - wasintroducesin OCR.

Serious penalties: The Regulation
introduces sanctions up to 10-20 millions Euros or
between 2% and 4% of the total worldwide annual
turnover, for the private sector.

The Regulation establishes clear criteria
for the individualisation of sanctions: the nature,
gravity and duration of the infringement, the
intentional character of the infringement, any
action taken by the controller or processor to
mitigate the damage, the degree of responsibility
or any relevant previous infringements, the
manner in which the infringement became known
to the supervisory authority, compliance with the
measures taken against the controller or processor,

adherence to approved codes of conduct.



The current activity
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The National Supervisory Authority for
Personal Data Processing is structured in the
following departments:
complaints
investigations department
data controller's records
legal and communication
international affairs.
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The current activity includes the
formulation of recommendations and opinions
on requests received from controllers, the
conduct of investigations ex officio or following
citizens' complaints, the receipt of notification
forms and the provision of information from the
register of evidence of data processing.

In 2017 the National Supervisory Authority for Personal Data Processing recieved 3734 complaints and

notices.

Complaints and notices
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The investigations performed were focused mainly on:
- the processing of personal data in electronic communications,
- the processing of personal data in the financial-banking sector,
- the processing of personal data through video surveillance means,
- the processing of personal data at the level of county public authorities,
- the processing of personal data at police unit level,

- processing of personal data at the level of tourism units.

In 2017 a number of 818 investigations were performed based on the complaints/notices received or ex
officio investigations.
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Thus, in 2017 the total amount of the fines was 870500 Lei.
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Data Protection on european
and international level

[0 InEurope

The European Union adopted “the data
protection directive” (Directive 95/46/EC) on the
October 24, 1995.

Taking into consideration the technological
developments, in January 2012, the European
Commission decided to update the European data
protection framework by issuing a proposal for a
Regulation which will replace Directive 95/46/EC.

Thus, on April 27, 2016, the European
Parliament and the Council adopted the legislative
package in the data protection field composed of
Regulation (EU) 2016/679 of the European
Parliament and of the Council on the protection of
natural persons with regard to the processing of
personal data and on the free movement of such
data, andrepealing Directive 95/46/EC and

[0 Oninternationallevel

Among the last states that have ratified
Convention 108 on the protection of individuals
with regard to automatic processing of personal
data we mention San Marino, Turkey, Mauritius,
Senegal and Tunisia.

Singapore, South Korea, Hong Kong and Japan
are consideringrevising their national legislation on
personal data protection, by taking into account the
implementation of the General Data Protection
Regulation asof May 25, 2018.

Directive (EU) 2016/680 of the EUROPEAN
Parliament and of the Council on the protection of
natural persons with regard to the processing of
personal data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free
movement of such data.

According to the General Regulation on
Data Protection, starting with May 25, 2018, the
Article 29 Working Group - composed of the
representatives of the data protection authorities
from EU — will be replaced by the European Data
Protection Board.

For the transfer of personal data from the
European Union to US organizations, the United
States guarantees an adequate level of data
protection under the EU-US Privacy Shield
recognized by European Commission Decision
(EU)2016/1250.
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Bucuresti, cod postal 010336

Telefon : 031.805.9211
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E-mail : anspdcp@dataprotection.ro
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