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I. Aspecte generale

Ziua Europeana a Protectiei Datelor se celebreaza in data de 28 ianuarie
2021 de catre toate statele membre ale Consiliului Europei si marcheaza 40 de ani de
la adoptarea, in anul 1981, la Strasbourg, a Conventiei 108 pentru protectia

persoanelor referitoare la prelucrarea automatizata a datelor cu caracter personal.
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Autoritatea Nationala de Supraveghere a Prelucrdrii Datelor cu Caracter
Personal sarbatoreste anul acesta Ziua Europeana a Protectiei Datelor, ocazie cu care
isi propune sa vind in sprijinul operatorilor de date cu caracter personal, prin
organizarea a doua conferinte destinate operatorilor din sectorul public,
respectiv privat, pentru asigurarea aplicdrii adecvate a Regulamentului (UE)
2016/679, in contextul specific fiecarui domeniu de activitate.

De asemenea, ca in fiecare an, la Televiziunea Romana si in mijloacele de

transport in comun ale Societdtii de Transport Bucuresti va fi difuzat clipul de interes



https://www.privacycompliancehub.com/gdpr-resources/am-i-a-controller-a-processor-or-both/

I. Aspecte generale

A. Obligatiile pe care le au operatorii de date cu caracter personal sunt
reglementate in Capitolul 1V din Regulamentul (UE) 2016/679

Printre principalele obligatii ale operatorilor in aplicarea Regulamentului (UE)
2016/679 se numara:

» respectarea principiilor de prelucrare a datelor (art. 5 din Regulamentul (UE)

2016/679);

> respectarea drepturilor persoanelor fizice (art. 12-23 din Regulamentul (UE)
2016/679);

> asigurarea securitatii datelor (art. 25 si art. 32 din Regulamentul (UE)
2016/679);

» desemnarea unui responsabil cu protectia datelor (art. 37-39 din Regulamentul
(UE) 2016/679), dupa caz;

> notificarea incalcdrilor de securitate (art. 33 din Regulamentul (UE) 2016/679),
dupa caz;

> evaluarea impactului asupra protectiei datelor (art. 35 din Regulamentul (UE)
2016/679), dupa caz;

> cartografierea prelucrarilor de date cu caracter personal (art. 30 din
Regulamentul (UE) 2016/679).

Desemnarea responsabilului cu protectia datelor (DPO)
Este obligatorie atunci cand:
> prelucrarea este efectuata de o autoritate sau un organism public (definite
de art. 2 alin. (1) lit. @) din Legea nr. 190/2018), cu exceptia instantelor care
actioneaza in exercitiul functiei lor jurisdictionale;
> se realizeaza, ca activitati principale, operatiuni de prelucrare care, prin

natura, domeniul de aplicare si/sau scopurile lor, necesita o monitorizare
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I. Aspecte generale

> se realizeaza, ca activitati principale, prelucrarea pe scara larga a unor
categorii speciale de date in temeiul articolului 9 sau a unor date cu caracter
personal referitoare la condamnari penale si infractiuni, mentionata la articolul
10.
Responsabilul cu protectia datelor poate fi un membru al personalului
operatorului sau persoanei imputernicite de operator sau poate sa isi indeplineasca

sarcinile in baza unui contract de servicii (art. 37 din Regulamentul (UE) 2016/679).

B. Situatiile in care se impune realizarea unei evaluari a impactului
asupra protectiei datelor cu caracter personal de catre operatori sunt
prevazute in Decizia presedintelui Autoritatii Nationale de Supraveghere nr.
174/2018, astfel:

» prelucrarea datelor cu caracter personal efectuata in vederea realizarii unei
evaluari sistematice si cuprinzatoare a aspectelor personale referitoare la persoane
fizice, care se bazeaza pe prelucrarea automata, inclusiv crearea de profiluri, si care
sta la baza unor decizii care produc efecte juridice privind persoana fizica sau care o
afecteaza in mod similar intr-o masura semnificativa;

= prelucrarea pe scara larga a datelor cu caracter personal privind originea rasiala
sau etnica, opiniile politice, confesiunea religioasa sau convingerile filozofice sau
apartenenta la sindicate, a datelor genetice, a datelor biometrice pentru identificarea
unica a unei persoane fizice, a datelor privind sanatatea, viata sexuala sau orientarea
sexuala ale unei persoane fizice sau a datelor cu caracter personal referitoare la
condamnari penale si infractiuni;

= prelucrarea datelor cu caracter personal avand ca scop monitorizarea
sistematica pe scara larga a unei zone accesibile publicului, cum ar fi supravegherea
video in centre comerciale, stadioane, piete, parcuri sau alte asemenea spatii;

» prelucrarea pe scara larga a datelor cu caracter personal ale persoanelor
vulnerabile, in special ale minorilor si ale angajatilor, prin mijloace automate de
monitorizare si/sau inregistrare sistematica a comportamentului, inclusiv in vederea

desfasurarii activitatilor de reclama, marketing si publicitate; J‘ H S
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I. Aspecte generale

» prelucrarea pe scara larga a datelor cu caracter personal prin utilizarea
inovatoare sau implementarea unor tehnologii noi, in special in cazul in care
operatiunile respective limiteaza capacitatea persoanelor vizate de a-si exercita
drepturile, cum ar fi utilizarea tehnicilor de recunoastere faciald in vederea facilitarii
accesului in diferite spatii;

= prelucrarea pe scara larga a datelor generate de dispozitive cu senzori care
transmit date prin internet sau prin alte mijloace (aplicatii "Internetul lucrurilor”, cum
ar fi smart TV, vehicule conectate, contoare inteligente, jucarii inteligente, orase
inteligente sau alte asemenea aplicatii);

= prelucrarea pe scara larga si/sau sistematica a datelor de trafic si/sau de
localizare a persoanelor fizice (cum ar fi monitorizarea prin Wi-Fi, prelucrarea datelor
de localizare geografica a pasagerilor in transportul public sau alte asemenea situatii)
atunci cand prelucrarea nu este necesara pentru prestarea unui serviciu solicitat de

persoana vizata.

C. Spre a veni in sprijinul persoanelor vizate si operatorilor de date cu
caracter personal Autoritatea nationala de supraveghere a pus la dispozitia
publicului:

- Ghidul orientativ de aplicare a Regulamentului General privind
protectia datelor destinat operatorilor;

- Ghid Intrebari si raspunsuri cu privire la aplicarea Regulamentului
(UE) 2016/679.

Acestea sunt accesibile pe site-ul www.dataprotection.ro, aldturi de alte

documente si materiale informative.
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I1.Activitatea de monitorizare si control a

Autoritatii de Supraveghere

Tn anul 2020, Autoritatea de Supraveghere a primit un numar total de 5480
de plangeri, sesizari si notificari privind incidente de securitate, pe baza carora au fost
deschise 694 investigatii.

—

= Total = Investigatii

Ca urmare a investigatiilor, au fost aplicate 29 de amenzi in cuantum total de
892115,95 lei.
De asemenea, au mai fost aplicate 64 de avertismente si au fost dispuse 65

de masuri corective.




1. Activitatea de monitorizare si control a

Autoritatii de Supraveghere

1. Activitatea de solutionare a plangerilor
Tn anul 2020, in ceea ce priveste activitatea de solutionare a plangerilor,
Autoritatea de Supraveghere a primit un numar total de 5082 plangeri, pe baza
carora au fost demarate 296 de investigatii.
Plangerile primite de Autoritatea de Supraveghere Tn anul 2020 au
vizat, in principal, urmatoarele:
e incdlcarea drepturilor si a principiilor prevazute de Regulamentul (UE)
2016/679;
e dezvaluirea datelor cu caracter personal fara consimtamantul persoanelor
vizate;
e prelucrarea imaginilor prin intermediul sistemelor de supraveghere video;
e primirea de mesaje comerciale nesolicitate;
e incdlcarea masurilor de securitate si confidentialitate a prelucrarilor de date
personale prin neadoptarea de catre operatori a masurilor tehnice si
organizatorice adecvate privind asigurarea securitatii prelucrarilor;

e raportarea de date personale la Biroul de Credit.

Urmare a investigatiilor efectuate pe baza plangerilor, au fost aplicate
urmatoarele sanctiuni contraventionale :

» 20 amenzi, dintre care 18 in baza Regulamentului (UE) 2016/679, in cuantum
total de 220.096,45 lei (echivalentul sumei de 45.500 Euro) si 2 amenzi in
baza Legii nr. 506/2004, in cuantum total de 20.000 lei;

» 55 de avertismente;

> 47 masuri corective in baza dispozitiilor art. 58 alin. (2) lit. ¢) si d) din
Regulamentul (UE) 2016/679.
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1. Activitatea de monitorizare si control a

Autoritatii de Supraveghere

Masuri Corective 47
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2. Activitatea de control ca urmare a primirii de notificari privind
incalcdrea securitatii datelor si sesizari

Tn anul 2020, in ceea ce priveste incidentele de securitate, operatorii de date au
transmis, atat in temeiul Regulamentului (UE) 2016/679, cat si al Legii nr. 506/2004,
un numar de 194 de notificari, iar sesizdrile privind posibile neconformitati cu
dispozitiile Regulamentul (UE) 2016/679 s-au ridicat la un numar de 204.

M Sesizari ® Notificari




1. Activitatea de monitorizare si control a

Autoritatii de Supraveghere

Incilcirile de securitate au vizat, in principal, urmatoarele aspecte:

» Confidentialitatea/disponibilitatea/integritatea datelor cu caracter personal
afectate ca urmare a dezvaluirilor neautorizate ori ca urmare a unui software
malitios, de tip ransomware;

» Accesul ilegal la datele cu caracter personal ale clientilor din sistemul bancar;

» Accesul neautorizat la sistemele de supraveghere video cu circuit inchis (CCTV);

Dezvaluirea de date cu caracter personal in sistemul medical.

Sesizarile primite au vizat, in principal, urmatoarele aspecte:
o Lipsa masurilor de securitate, inclusiv la nivelul website-urilor;
e Publicarea/dezvaluirea datelor cu caracter personal in mediul on-line, in

special pe retelele sociale.

Evolutia incidentelor de securitate si a sesizarilor primite in 2020 poate fi

observata in graficul de mai jos, astfel:

Evolutie incidente / Sesizari 2020

==@==|ncidente de securitate = ==@==Sesizari
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1. Activitatea de monitorizare si control a

Autoritatii de Supraveghere

Ca urmare a sesizarilor primite si incalcarilor de securitate notificate de catre
operatorii de date cu caracter personal, pe parcursul anului 2020, la nivelul Autoritatii
de Supraveghere au fost demarate un numar de 398 de investigatii din oficiu.

In cadrul investigatiilor efectuate din oficiu, in anul 2020 au fost aplicate
9 amenzi in cuantum total de 652.019,5 RON (139.000 Euro), 9 avertismente si

18 masuri corective.

Masuri Corective 18
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Masurile corective dispuse in urma plangerilor si a investigatiilor din
oficiu au vizat, in special, urmatoarele:

v Asigurarea conformitatii operatiunilor de prelucrare cu dispozitiile
Regulamentului (UE) 2016/679;

v' Respectarea principiilor de prelucrare a datelor, in special cele privind
legalitatea, transparenta si proportionalitatea;

v’ Respectarea drepturilor persoanelor vizate prevazute de Regulamentul (UE)
2016/679;

v' Realizarea informarii persoanelor vizate potrivit art. 12 din Regulamentul (UE)
2016/679, inclusiv prin utilizarea de pictograme standardizate in spatiile/locurile

monitorizate video, pozitionate la o distanta rezonabild de locurile unde sunt
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1. Activitatea de monitorizare si control a

Autoritatii de Supraveghere

v Punerea in aplicare a unor masuri tehnice si organizatorice adecvate in vederea
asigurarii unui nivel de securitate corespunzator, cum ar fi verificarea periodica,
prin sondaj, a datelor inregistrate in aplicatiile informatice, pentru a identifica
accesarile neautorizate;

v' Instruirea personalului cu privire la masurile luate de operator, astfel ca
utilizatorii sa aiba acces numai la datele cu caracter personal necesare
indeplinirii atributiilor de serviciu;

v Revizuirea si actualizarea procedurilor de lucru referitoare la protectia datelor
cu caracter personal.

3. Activitatea de consiliere

Pe parcursul anului 2020 a fost adresat Autoritatii de Supraveghere un numar de

1151 solicitari de emitere puncte de vedere privind diverse aspecte referitoare
la modalitatea de interpretare si aplicare a Regulamentului (UE) 679/2016, de catre
operatori si imputernicitii acestora, din domeniul public si privat, de catre alte entitati,

precum si de catre persoane fizice.

Puncte de vedere
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4. Responsabilii cu protectia datelor

Pe parcursul anului 2020, operatorii au continuat sa declare responsabilii cu
protectia datelor, inregistrandu-se la Autoritatea de Supraveghere un numar de

2081 responsabili numiti de catre operatorii din domeniul public si privat. A
ANS
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I1l. Documente emise de Comitetul European

pentru Protectia Datelor
Ghiduri adoptate de Comitetul European pentru Protectia Datelor

v" Ghidul nr. 6/2020 privind interactiunea dintre Directiva privind serviciile de plata
revizuita si Regulamentul (UE) 2016/679

v Ghidul nr. 5/2020 privind consimtamantul

v Ghidul nr. 4/2020 privind utilizarea datelor de localizare si a instrumentelor de
depistare in contextul pandemiei Covid-19

v Ghidul nr. 3/2020 referitoare la prelucrarea datelor privind sanatatea in scopul
cercetarii stiintifice in contextul pandemiei de COVID-19

v' Ghidul nr. 2/2020 privind art.46 alin.(2) lit.(a) si art.46 alin.(3) lit.(b) din
Regulamentul (UE) 2016/679 privind transferul de date personale intre
autoritatile si organismele publice din SEE si cele din afara SEE

v Ghidul nr. 2/2019 privind prelucrarea datelor in baza art. 6 alin. (1) lit. b) din
Regulamentul (UE) 2016/679 in contextul furnizarii serviciilor on-line catre
persoanele vizate

v' Ghidul nr. 3/2019 privind prelucrarea datelor cu caracter personal prin
intermediul mijloacelor video

v Ghidul nr. 4/2019 privind Art. 25 Protectia datelor by design si by default

v Ghidul nr. 1/2019 privind Codurile de conduita si organismele de monitorizare
in temeiul Regulamentului (UE) 2016/679 privind EDPB

v Ghidul nr. 2/2018 privind derogarile de la art. 49 din Regulamentul (UE)
2016/679

v" Ghidul nr. 4/2018 privind acreditarea organismelor de certificare in temeiul
articolului 43 din Regulamentul (UE) 2016/679

v Ghidul nr. 3/2018 privind domeniul de aplicare teritorial al Regulamentul (UE)
2016/679 (articolul 3)

v" Ghidul nr. 1/2018 privind certificarea si identificarea criteriilor de certificare in
conformitate cu articolele 42 si 43 din Regulamentul (UE) 2016/679 AM ;

Phep
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I1l1. Documente emise de Comitetul European

pentru Protectia Datelor

Recomandari adoptate de Comitetul European pentru Protectia Date

e Recomandarile nr. 2/2020 privind garantiile esentiale europene pentru masurile
de supraveghere.

Ghiduri adoptate de fostul Grup de Lucru Art. 29 cu privire la
Regulamentul (UE) 2016/679 si aprobate de Comitetul European pentru
Protectia Datelor

e Ghidul privind transparenta in temeiul Regulamentului (UE) 2016/679 — WP 260

e Ghidul privind consimtamantul in temeiul Regulamentului (UE) 2016/679 — WP

259
e Ghidul privind aplicarea si stabilirea amenzilor administrative in sensul
Regulamentului (UE) 2016/679 - WP 253
e Ghidul privind deciziile automate individuale si profilare — WP 251
e Ghidul privind notificarea incdlcdrilor de securitate — WP 250
e Ghidul privind evaluarea impactului asupra protectiei datelor (DPIA) si stabilirea
daca o prelucrare este ,susceptibild sa genereze un risc ridicat” in sensul
Regulamentului (UE) 2016/679 — WP 248

e Ghidul privind stabilirea autoritatii de supraveghere principale a operatorului
sau a persoanei imputernicite de operator — WP 244

e Ghidul privind responsabilul pentru protectia datelor (DPO), raportat la art. 37-
39 din Regulamentul (UE) 2016/679 — WP243

e Ghidul privind dreptul la portabilitatea datelor, raportat la art. 20 din
Regulamentul (UE) 2016/679 — WP 242

Mai multe informatiii referitoare la activitatea Autoritatii Nationale de Supraveghere
si a Comitetului European pentru Protectia Datelor pot fi obtinute accesand adresele

de internet: www.dataprotection.ro

https://edpb.europa.eu/our-work-tools/general-quidance/qgdpr-quidelines-

recommendations-best-practices en A H S
r Ve
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I. General aspects

European Data Protection Day is celebrated on the 28" of January 2021 by all
member states of the Council of Europe and marks 40 years since the adoption in
1981, in Strasbourg, of Convention 108 for the protection of individuals with regard

to automatic data processing of personal data.
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The National Supervisory Authority for Personal Data Processing celebrates this

year the European Data Protection Day, on which occasion it aims to support data
controllers, by organising two conferences for controllers from the public and

the private sector, respectively for ensuring the proper application of Regulation

(EU) 2016/679, in the specific context of each field of activity.
Also, like every year, the video of public interest dedicated to Regulation

(EU) 2016/679, made by our institution, will be broadcast on Romanian Television and

in the public transport means of the Bucharest Transport Company.




I. General aspects

A. The obligations of data controllers are regulated in Chapter 1V of Regulation
(EVU) 2016/679

Among the main obligations of data controllers in the application of Regulation (EU)
2016/679 we mention:

» compliance with data processing principles (Article 5 of Regulation (EU) 2016/679);

» compliance with the rights of data subjects (Articles 12-23 of Regulation (EU)
2016/679)

» ensuring the data security (Articles 25 and 32 of Regulation (EU) 2016/679);

» designation of a data protection officer (Articles 37-39 of Regulation (EU) 2016/679),
as the case may be;

» notification of the personal data breach (Article 33 of Regulation (EU) 2016/679), as
the case may be;

» data protection impact assessment (Article 35 of Regulation (EU) 2016/679), as the
case may be;

» records of processing activities (Article 30 of Regulation (EU) 2016/679).

Designation of the data protection officer (DPO)

It is mandatory when:

» processing is carried out by a public authority or body (defined in Article 2 (1) a)
of Law no. 190/2018), except for courts acting in their judicial capacity;

» the core activities consist of processing operations which, by virtue of their nature,
their scope and/or their purposes, require regular and systematic monitoring of
data subjects on a large scale;

» the core activities consist of processing on a large scale of special categories of
data pursuant to Article 9 or personal data relating to criminal convictions and

offences referred to in Article 10.

The data protection officer may be a staff member of the controller or processor, or

fulfil the tasks on the basis of a service contract (Article 37 of Regulation (EU) 2016/679).

s
e PDCP




I. General aspects

B. The cases in which it is necessary to carry out a data protection impact
assessment by the controller are provided in the Decision of the President
of the National Supervisory Authority no. 174/2018, as follows:

e the processing of personal data in order to perform a systematic and extensive
evaluation of personal aspects relating to natural persons which is based on
automated processing, including profiling, and on which decisions are based
that produce legal effects concerning the natural person or similarly significantly
affect the natural person;

e processing on a large scale of special categories of data revealing racial or
ethnic origin, political opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for the purpose
of uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual orientation or of personal data
relating to criminal convictions and offences;

e the processing of personal data having as purpose the systematic monitoring
of a publicly accessible area on a large scale, such as: video surveillance in
shopping centers, stadiums, markets, parks or other such spaces;

e processing on a large scale of personal data of vulnerable persons, especially
children and employees, through automatic means of systematic monitoring
and/or recording of behaviour, including in order to carry out advertising,
marketing and publicity activities;

e processing on a large scale of personal data through the innovative use or the
implementation of new technologies, especially if the respective operations limit
the ability of the data subjects to exercise their rights, such as the use of facial
recognition techniques to facilitate access to different spaces;

e processing on a large scale of data generated by devices with sensors that
transmit data over the Internet or other means (“loT” applications, such as

smart TVs, connected vehicles, smart meters, smart toys, smart cities or other

such applications); JHs
Jive
- e

. PDCP
www.dataprotection.ro iy




I. General aspects

e processing on a large scale and/or systematic of traffic and/or location data of
natural persons (such as Wi-Fi monitoring, processing of geo-location data of
passengers in public transport or other such situations) when processing is not

necessary to provide a service requested by the data subject.

C. In order to support the data subjects and the data controllers, the
National Supervisory Authority has made available to the public:
» Indicative guidelines for the application of the General Data
Protection Regulation intended for the controllers;
» Guide Questions and answers regarding the application of Regulation
(EV).
These are available on the website www.dataprotection.ro, along with other

documents and informative materials.
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I1. Monitoring and control activity

of the Supervisory Authority

In 2020, the Supervisory Authority received a total number of 5480 complaints,
intimations and notifications of personal data breaches, based on which 694

investigations were started.

= Total = Investigatii

Following the investigations, 29 fines were imposed with a total of 892115.95
lei.

Also, 64 reprimands were applied and 65 corrective measures were ordered.

1. The activity of handling complaints

In 2020, regarding the activity of handling complaints, the Supervisory Authoirity

received a total number of 5082 complaints, on the basis of which 296

ANS

investigations were initiated.
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1. Monitoring and control activity

of the Supervisory Authority

The complaints received by the Supervisory Authority in 2020 were
referring, in particular, to the following:

¢ the infringement of the rights and principles provided by Regulation (EU)
2016/679;

¢ the disclosure of personal data without the consent of the data subjects;

¢ the processing of images through the video surveillance systems;

e the receiving of unsolicited commercial messages;

¢ the infringement of the confidentiality and security rules for the processing of
personal data by not adopting, by the controllers, the adequate technical and
organisational measures for ensuring security of the processing;

e reporting data to Biroul de Credit.

Following the investigations carried out based on the complaints, the
following sanctions were imposed:

e 20 fines, out of which 18 under Regulation (EU) 2016/679, representing a
total of 220,096.45 lei (the equivalent of 45,500 Euros) and 2 fines under
Law no. 506/2004, with a total of 20,000 lei;

e 55 reprimands;

e 47 corrective measures based on the provisions of Article 58 (2) c) and d)
of Regulation (EU) 2016/679.

Corrective measures 47

Fines
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1. Monitoring and control activity

of the Supervisory Authority

2. The control activity following the receipt of notifications of personal
data breach and of intimations

In 2020, with regard to the personal data breaches, the controllers submitted,
both under Regulation (EU) 2016/679 and Law no. 506/2004, a number of 194
notifications, and a number of 204 intimations regarding possible non-compliance

with the provision of Regulation (EU) 2016/679 was received.

M Intimations ® Notifications

The security breaches referred, in principal, to the following aspects:

» Confidentiality/availability/integrity of the personal data affected following the
unauthorised disclosure or as a result of a malicious software, ransomware
type;

> lllegal access to personal data of clients in the banking system;

» Unauthorised access to video surveillance systems with closed circuit (CCTV);

» Disclosure of personal date in health system.

The intimations received were referring, in principal, to the following

aspects:

» the lack of security measures, including the websites;

> publishing/disclosure of personal data in the online environments, especially on
social platforms. AH S
- wa
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1. Monitoring and control activity

of the Supervisory Authority

The evolution of the security incidents and of intimations received in 2020 can

be seen in the graphic below, as follows:

Incidents Evolution / Intimations 2020

==@==|ncidents Evolution  ==@==Intimations
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As a result of the intimations received and the security breaches notified by
the data controllers, during the year of 2020, within the Supervisory Authority, a
number of 398 ex officio investigations were initiated.

Following the ex officio investigations performed, in 2020 9 fines in a total amount
of 652,019.5 lei (139,000 Euros), 9 reprimands and 18 corrective measures

were imposed.

Corrective Measures 18

Reprimands

Fines




Il. Monitoring and control activity

of the Supervisory Authority

The corrective measures imposed following the complaints and ex
officio investigations have, in particular, addressed the following:

e Ensure compliance of processing operations with the provisions of Regulation
(EU) 2016/679;

e Compliance with the right of data subjects provide by Regulation (EU)
2016/679;

e Carrying out the information of the data subjects pursuant to Article 12 of
Regulation (EU) 2016/679, including through the use of standardised icons in
monitored spaces/places, positioned at a reasonable distance from the places where
the surveillance devices are located;

e Implementing appropriate technical and organisational measures to ensure an
adequate level of security, such as periodically checking, randomly, the data registered
in the applications, in order to identify unauthorized accesses;

e Training the personal with regard to the measures taken by the controller, so
that the users have access only to the personal data necessary to fulfil the duties;

e Reviewing and updating the working procedures regarding the protection of

personal data.

3. Advisory activity

During the year 2020, the Supervisory Authority received a number of 1151
requests from controllers and their processors, from public and private sectors, from
other entities, as well as from natural persons, asking for the point of view of the
Supervisory Authority on various aspects regarding the interpretation and application
of Regulation (EU) 2016/679.
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1. Monitoring and control activity

of the Supervisory Authority
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4. Data protection officers

During 2020, the controllers continued to declare the data protection
officers, by registering with the Supervisory Authority a number of 2081 data

protection officers appointed by public and private controllers.



https://www.privacycompliancehub.com/gdpr-resources/am-i-a-controller-a-processor-or-both/

I1l. Documents issued by the

European Data Protection Board

Guidelines adopted by the European Data Protection Board

Guidelines 6/2020 on the interplay of the Second Payment Services Directive
and Regulation (EU) 2016/679

Guidelines 5/2020 on consent

Guidelines 4/2020 on the use of location data and contact tracing tools in the
context of the COVID-19 outbreak

Guidelines 3/2020 on the processing of data concerning health for the purpose
of scientific research in the context of the COVID-19 outbreak

Guidelines 2/2020 on articles 46 (2) (a) and 46 (3) (b) of Regulation 2016/679
for transfers of personal data between EEA and non-EEA public authorities and
bodies

Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) of
Regulation (EU) 2016/679 in the context of the provision of online services to
data subjects

Guidelines 3/2019 on processing of personal data through video devices
Guidelines 4/2019 on Article 25 Data protection by design and by default
Guidelines 1/2019 on Codes of conduct and monitoring bodies under Regulation
(EV) 2016/679

Guidelines 4/2018 on the accreditation of certification bodies under Article 43
of Regulation (EU) 2016/679

Guidelines 3/2018 on the territorial scope of Regulation (EU) 2016/679 (Article
3)

Guidelines 2/2018 on derogations of Article 49 under Regulation (EU) 2016/679
Guidelines 1/2018 on certification and identifying certification criteria in

accordance with Articles 42 and 43 of Regulation (EU) 2016/679




I11. Documents issued by the

European Data Protection Board

Recommendations adopted by the European Data Protection Board
e Recommendations 2/2020 on the European Essential Guarantees for

surveillance measures

Guidelines adopted by the former Article 29 Working Group with regard
to Regulation (EU) 2016/679 and endorsed by the European Data
Protection Board

e Guidelines on transparency under Regulation (EU) 2016/679 — WP 260

e Guidelines on consent under Regulation (EU) 2016/679 — WP 259

e Guidelines on the application and setting of administrative fines for the

purposes of the Regulation (EU) 2016/679 - WP 253
e Guidelines on Automated individual decision-making and Profiling — WP 251
o Guidelines on Personal data breach notification — WP 250
e Guidelines on Data Protection Impact Assessment (DPIA) and determining
whether processing is "likely to result in a high risk" for the purposes of
Regulation (EU) 2016/679 — WP 248

« Guidelines for identifying a controller or processor's lead supervisory authority
— WP 244

o Guidelines on Data Protection Officers (‘DPQO") with reference to Articles 37-39

of Regulation (EU) 2016/679 — WP243

e Guidelines on the right to data portability under Article 20 of Regulation (EU)

2016/679 — WP 242

Additional information on the activity of the National Supervisory Authority and of

the European Data Protection Boar can be found at the following links:

https://www.dataprotection.ro/

https://edpb.europa.eu/our-work-tools/general-quidance/qgdpr-quidelines-

recommendations-best-practices en
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https://www.dataprotection.ro/
https://edpb.europa.eu/our-work-tools/general-guidance/gdpr-guidelines-recommendations-best-practices_en
https://edpb.europa.eu/our-work-tools/general-guidance/gdpr-guidelines-recommendations-best-practices_en
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