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I. Aspecte generale

A. Semnificatia Zilei Europene a Protectiei Datelor

Pe data de 28 Ianuarie 2022 se aniverseaza Ziua Europeana a Protectiei Datelor cu
Caracter Personal de catre statele membre ale Consiliului Europei, cand se implinesc 41 de
ani de la adoptarea, in anul 1981, la Strasbourg, a Conventiei 108 pentru protectia persoanelor

referitoare la prelucrarea automatizata a datelor cu caracter personal.

Pentru sarbatorirea Zilei Europene a Protectiei Datelor, institutia noastra organizeaza
Conferinta on-line intitulatd , Principalele aspecte constatate in activitatea Autoritatii
nationale de supraveghere”, prilej cu care vor fi aduse in atentia operatorilor cat si a
persoanelor imputernicite aspecte specifice prelucrarii datelor cu caracter personal.

Cu aceasta ocazie, institutia noastra va lansa ,,Ghidul privind prelucrarile de date
cu caracter personal efectuate de catre asociatiile de proprietari” care cuprinde
precizari clarificatoare referitoare la aplicarea adecvata a reglementarilor din domeniul

protectiei datelor cu caracter personal de catre asociatiile de proprietari.

Autoritatea nationald de supraveghere a propus Ministerului Educatiei includerea
principalelor notiuni si reguli de prelucrare a datelor personale in continutul noii discipline de
Educatie juridicd, care va face parte din programa de invatamant incepand cu anul scolar
2022-2023.

In cinstea Zilei Europene a Protectiei Datelor, pe postul national de televiziune TVR si
in mijloacele de transport in comun ale Societatii de Transport Bucuresti se va difuza clipul
informativ dedicat Regulamentului General privind Protectia Datelor, realizat de institutia

noastra.
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I. Aspecte generale

B. Decizia nr. 20/2021 privind aprobarea Cerintelor suplimentare
pentru acreditarea organismelor de certificare in temeiul art. 43 din
Regulamentul (UE) 2016/679 - Regulamentul General privind Protectia

Datelor

In cursul anului 2021, in considerarea prevederilor articolelor 42 - 43 din Regulamentul
(UE) 2016/679, Autoritatea nationald de supraveghere a emis Decizia nr. 20/2021 privind
aprobarea Cerintelor suplimentare pentru acreditarea organismelor de certificare in temeiul
art. 43 din Regulamentul (UE) 2016/679.

In acest context, mentiondm c& art. 43 din Regulamentul (UE) 2016/679 dispune c3
statele membre se asigura ca organismele de certificare pot fi acreditate de organismul
national de acreditare desemnat in conformitate cu Regulamentul (CE) nr. 765/2008 al
Parlamentului European si al Consiliului, in conformitate cu standardul EN-ISO/IEC
17065/2012 si cu cerintele suplimentare stabilite de Autoritatea nationald de supraveghere.

Astfel, in urma consultarilor avute cu organismul de certificare din Romania — RENAR
si avand in vedere documentul emis de Comitetul European pentru Protectia Datelor intitulat
'Orientdrile nr. 1/2018 privind certificarea si identificarea criteriilor de certificare in
conformitate cu articolele 42 si 43 din Regulamentul general privind protectia datelor" din 4
iunie 2019, la nivelul institutiei noastre au fost elaborate cerintele suplimentare pentru

acreditarea organismelor de certificare in temeiul art. 43 din Regulamentul (UE) 2016/679.

Intrata in vigoare la data de 12 iulie 2021, Decizia contine cerintele necesare care sa
permitd acreditarea, ce au fost structurate in capitolele IV-IX si vizeaza cerinte generale privind
acreditarea, cerinte referitoare la structura, la resurse, cerinte referitoare la proces, la sistemul

de management si alte cerinte suplimentare, raportate inclusiv la standardul european EN-

ISO/IEC 17065/2012.
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I. Aspecte generale

C. Lansarea ,,Ghidului privind prelucrarile de date cu caracter personal
efectuate de catre asociatiile de proprietari”, cu ocazia sarbatoririi Zilei

Europene a Protectiei Datelor

Autoritatea nationala de supraveghere a elaborat acest ghid pentru a veni in sprijinul
asociatiilor de proprietari, raportat la indeplinirea obligatiilor pe care le au in calitate de
operatori de date cu caracter personal potrivit Regulamentului (UE) 2016/679, precum si cu
privire la conditiile de prelucrare a datelor cu caracter personal si de asigurare a drepturilor
persoanelor vizate.

Dupa punerea in aplicare a Regulamentului General privind Protectia Datelor, institutiei
noastre i-au fost solicitate numeroase puncte de vedere de catre asociatiile de proprietari cu

privire la prelucrarile de date pe care le efectueaza sau intentioneaza sa le puna in practica.

De asemenea, urmare a plangerilor primite din partea persoanelor vizate, au rezultat

o serie de constatari in cadrul investigatiilor efectuate la nivelul asociatiilor de proprietari.

Prin prisma rolului pe care il indeplinesc si a atributiilor legale, asociatiile de
proprietari au calitatea de operatori de date cu caracter personal si, in consecinta,
obligatia de a respecta dispozitiile Regulamentului (UE) 2016/679, in special in ceea
ce priveste asigurarea drepturilor persoanelor fizice si confidentialitatea prelucrdrilor

efectuate.

Acest ghid este accesibil pe site-ul www.dataprotection.ro, alaturi de alte documente

si materiale informative.

Ghid
Asociatii Proprietari
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I1. Activitatea de monitorizare si control a Autoritatii
Nationale de Supraveghere

In cursul anului 2021, Autoritatea nationald de supraveghere a primit un numar de
5006 de plangeri, sesizdri si notificari privind incidente de securitate, pe baza carora au fost
deschise 691 investigatii.

Ca urmare a investigatiilor, au fost aplicate 36 de amenzi in cuantum total de
371.131,95 lei.

De asemenea, au mai fost aplicate 93 de avertismente si au fost dispuse 56 de

masuri corective si o avertizare.

Amenzi aplicate

2021

29

2019 28

2020

B Amenzi

Avertismente aplicate

2021

2020 64

2019 134
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I1. Activitatea de monitorizare si control a Autoritatii

Nationale de Supraveghere

A. Activitatea de solutionare a plangerilor

In anul 2021, in ceea ce priveste activitatea de solutionare a plangerilor, Autoritatea
nationala de supraveghere a primit un numar total de 4634 plangeri, pe baza carora au fost

demarate 319 investigatii.

Plangeri primite

2019 2020 2021

M Plangeri

Plangerile primite de Autoritatea nationala de supraveghere in anul 2021 au
vizat, in principal, urmatoarele domenii:
e incdlcarea drepturilor persoanelor vizate, in special, a dreptului de acces al
persoanei vizate si a dreptului la stergerea datelor acesteia;
e prelucrarea imaginilor prin intermediul sistemelor de supraveghere video
instalate de asociatiile de proprietari;
e prelucrarea datelor cu caracter personal cu incdlcarea prevederilor art. 6 din
Regulamentul (UE) 2016/679;
e incdlcarea masurilor de securitate si confidentialitate a prelucrarilor de date cu
caracter personal;

e primirea de mesaje comerciale nesolicitate.

www.dataprotection.ro PDC!




I1. Activitatea de monitorizare si control a Autoritatii

Nationale de Supraveghere

Urmare a investigatiilor efectuate pe baza plangerilor, au fost aplicate

urmatoarele sanctiuni contraventionale :

- 15 amenzi, dintre care 14 in baza Regulamentului (UE) 2016/679,
reprezentand un cuantum total de 141.530,1 Lei (echivalentul sumei de 28.700 Euro)
si 0 amenda in baza Legii nr. 506/2004, in cuantum total de 10.000 Lei;

- 71 de avertismente;

- 40 masuri corective in baza dispozitiilor art. 58 alin. (2) lit. ¢) si d) din Regulamentul
(UE) 2016/679.

B. Activitatea de control ca urmare a primirii de notificari privind incalcarea

securitatii datelor si sesizari

In anul 2021, in ceea ce priveste incidentele de securitate, operatorii de date au
transmis un numar de 201 de notificari, iar sesizarile privind posibile neconformitati cu

dispozitiile Regulamentului (UE) 2016/679 s-au ridicat la un numar de 171.

Incilcarile de securitate au vizat, in principal, urmitoarele aspecte:

¢ Confidentialitatea/disponibilitatea/integritatea datelor cu caracter personal afectate ca
urmare a dezvaluirilor neautorizate, ori ca urmare a unui software malitios, de tip
ransomware;

e Accesul ilegal/neautorizat la datele cu caracter personal ale clientilor din sistemul
bancar;

e Accesul neautorizat la sistemele de supraveghere video cu circuit inchis (CCTV);

e Dezvaluirea de date cu caracter personal in sistemul medical.
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I1. Activitatea de monitorizare si control a Autoritatii

Nationale de Supraveghere

Incidente de securitate

2019 2020 2021

u Incidente de securitate

Sesizarile primite au vizat, in principal, urmatoarele aspecte:
e Lipsa masurilor de securitate, inclusiv la nivelul website-urilor;
e Publicarea/dezvaluirea datelor cu caracter personal in mediul online, in special pe
retelele sociale;
e Lipsa masurilor de securitate la nivelul website-urilor;

o Utilizarea camerelor video de tipul body-worn la nivelul politiei locale.

Pe baza sesizarilor primite si incalcarilor de securitate notificate de cadtre
operatorii de date cu caracter personal, pe parcursul anului 2021, la nivelul Autoritatii
nationale de supraveghere au fost demarate un numdr de 372 de verificari si investigatii

din oficiu.

Urmare a investigatiilor efectuate din oficiu, in anul 2021 au fost aplicate 21
amenzi, in cuantum total de 35.000 Lei (din care 3 amenzi in cuantum total de 25.000 Lei
in baza Legii nr. 506/2004 si o0 amenda in cuantum de 10.000 Lei in baza Legii nr. 190/2018)
si 184.601,85 Lei (39.750 EUR, in baza Regulamentului (UE) 2016/679), 22 avertismente,
16 masuri corective si 1 avertizare. A‘N S,
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I1. Activitatea de monitorizare si control a Autoritatii

Nationale de Supraveghere

Masurile corective dispuse in urma plangerilor si a investigatiilor din oficiu au

vizat, in special, urmatoarele:

e Respectarea drepturilor persoanelor vizate prevazute de Regulamentul (UE)
2016/679;

e Punerea in aplicare a unor masuri tehnice si organizatorice adecvate in vederea
asiguradrii unui nivel de securitate corespunzator, pentru mentinerea securitatii si a
prevenirii prelucrdrilor care incalcd Regulamentul (UE) 2016/679, inclusiv sub
aspectul instruirii regulate a persoanelor care prelucreaza date sub autoritatea
operatorului;

e Respectarea principiilor de prelucrare a datelor, in special cele privind legalitatea,
exactitatea, transparenta si proportionalitatea;

e Asigurarea conformitatii operatiunilor de prelucrare cu dispozitiile Regulamentului
(UE) 2016/679;

e Realizarea informarii tuturor categoriilor de persoane vizate potrivit art. 12-13 din
Regulamentul (UE) 2016/679, in legatura cu sistemul de supraveghere video,
inclusiv prin postarea unor afise informative in apropierea locurilor unde sunt
montate camerele video;

e Punerea in aplicare de catre operator a unor politici adecvate de protectie a datelor
ce trebuie sa includa masuri adecvate si eficiente pentru ca orice cerere primita din
partea persoanelor care doresc sd isi exercite drepturile prevdzute de
Regulamentul (UE) 2016/679, sa fie analizata si solutionata in termenele prevazute
de art. 12-22 din actul normativ mai sus mentionat ;

e Revizuirea procedurilor interne si instruirea angajatilor asupra riscurilor si
consecintelor pe care le implicd divulgarea datelor;

e Revizuirea si actualizarea masurilor tehnice si organizatorice implementate ca

urmare a evaluarii privind riscul pentru drepturile si libertdtile persoanelor, inclusiv
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I1. Activitatea de monitorizare si control a Autoritatii

Nationale de Supraveghere

C. Activitatea de consiliere

Pe parcursul anului 2021 a fost adresat Autoritatii nationale de supraveghere un
numar de 941 solicitari de emitere puncte de vedere privind diverse aspecte referitoare
la modalitatea de interpretare si aplicare a Regulamentului (UE) 2016/679, de catre operatori
si imputernicitii acestora, din domeniul public si privat, de catre alte entitati, precum si de

catre persoane fizice, complexitatea acestora accentuandu-se in fiecare an.

D. Responsabilii cu protectia datelor

in anul 2021, operatorii au continuat s& declare responsabilii cu protectia datelor,
inregistrandu-se la Autoritatea nationald de supraveghere un numar de 2164 responsabili

numiti de cdtre operatorii din domeniul public si privat.

Responsabili cu protectia datelor declarati

2019 2020 2021

B Responsabili protectia datelor
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Evolutii pe plan extern

Protocolul de amendare a Conventiei 108

Noutatile pe care le aduce Conventia 108 modernizata prin intermediul Protocolului de
amendare vizeaza introducerea unor garantii, cum ar fi principiul proportionalitatii, principiul
responsabilitdtii, dreptul de a nu face obiectul unei decizii bazate exclusiv pe prelucrare
automatd, dreptul la opozitie, dar si posibilitatea organizatiilor internationale de a adera la
Conventia 108 modernizata.

Conventia 108 modernizata include garantii similare cu cele reglementate in dreptul
Uniunii Europene, in principal prin intermediul Regulamentului (UE) 2016/679, scopul sau fiind
acela de a contribui la promovarea generald a standardelor Uniunii Europene in domeniul

protectiei datelor la nivel international.

Ministerul Afacerilor Externe a initiat, in anul 2021, proiectul de lege pentru ratificarea
Protocolului adoptat la Strasbourg, la 10 octombrie 2018, de amendare a Conventiei pentru
protejarea persoanelor fatda de prelucrarea automatizata a datelor cu caracter personal,
adoptata la Strasbourg, la 28 ianuarie 1981, protocol ce a fost semnat de Romania la 26 iunie

2020. La acest proiect de lege Autoritatea nationala de supraveghere a fost co-initiator.

Proiectul de lege a fost adoptat de Parlament in cursul lunii noiembrie 2021 si, ulterior,
promulgat de Presedintele Romaniei, devenind astfel Legea nr. 290 din 9 decembrie 2021
pentru ratificarea Protocolului adoptat la Strasbourg, la 10 octombrie 2018, semnat de
Romaénia la 26 iunie 2020, de amendare a Conventiei pentru protejarea persoanelor fata de
prelucrarea automatizata a datelor cu caracter personal, adoptata la Strasbourg, la 28 ianuarie
1981.

Pana in luna ianuarie 2022, potrivit informatiilor date publicitatii de Consiliul Europei,
Protocolul de amendare a fost semnat de 43 de state si a fost ratificat de 15 state.
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Evolutii pe plan extern

Ghiduri adoptate de Comitetul European pentru Protectia Datelor

in cursul anului 2021

e Ghidul 01/2020 privind prelucrarea datelor cu caracter personal in contextul vehiculelor
conectate si al aplicatiilor de mobilitate

e Ghidul 07/2020 privind conceptele de operator si persoana imputernicitd de operator
potrivit Regulamentului (UE) 2016/679

e Ghidul 08/2020 privind directionarea pentru adresarea de continut personalizat catre
utilizatorii platformelor de comunicare sociala

e Ghidul 09/2020 privind obiectia relevantd si motivata in temeiul Regulamentului (UE)
2016/679

e Ghidul 10/2020 privind restrictiile in temeiul articolului 23 din Regulamentul (UE)
2016/679

e Ghidul 02/2021 privind asistentii virtuali vocali

Ghiduri propuse de Comitetul European pentru Protectia Datelor

in cursul anului 2021 si aflate in consultare publica

e Ghidul 03/2021 privind aplicarea articolului 65 alineatul (1) litera a) din Regulamentul
(UE) 2016/679

e Ghidul 04/2021 privind codurile de conduita ca instrumente pentru transferuri

e Ghidul 05/2021 privind interactiunea dintre aplicarea articolului 3 si dispozitiile privind

transferurile internationale conform capitolului V din Regulamentul (UE) 2016/679

POLICIES
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Evolutii pe plan extern

Avize comune ale Comitetului European pentru Protectia Datelor (CEPD)
si ale Autoritatii Europene pentru Protectia Datelor (AEPD)
adoptate in cursul anului 2021

e Avizul comun nr. 1/2021 al CEPD - AEPD referitor la Decizia de punere in aplicare a
Comisiei Europene privind clauzele contractuale standard dintre operatori si persoanele
imputernicite de operatori pentru aspectele mentionate la articolul 28 alineatul (7) din
Regulamentul (UE) 2016/679 si la articolul 29 alienatul (7) din Regulamentul (UE)
2018/1725

e Avizul comun nr. 2/2021 al CEPD - AEPD referitor la Decizia de punere in aplicare a
Comisiei Europene privind clauzele contractuale standard pentru transferul de date cu
caracter personal cdtre tdri terte pentru aspectele mentionate la articolul 46 alineatul (2)
litera c) din Regulamentul (UE) 2016/679

e Avizul comun nr. 3/2021 al CEPD - AEPD privind Propunerea de regulament al
Parlamentului European si al Consiliului privind guvernanta datelor la nivel european
(Legea privind guvernanta datelor)

e Avizul comun nr. 4/2021 al CEPD - AEPD referitor la propunerea de Regulament al
Parlamentului European si al Consiliului privind un cadru pentru eliberarea, verificarea si
acceptarea certificatelor interoperabile de vaccinare, de testare si de vindecare in vederea
facilitatii liberei circulatii in timpul pandemiei de COVID-19 (certificatul verde digital)

e Avizul comun nr. 5/2021 al CEPD - AEPD privind propunerea de regulament al
Parlamentului European si al Consiliului de stabilire a unor norme armonizate privind

inteligenta artificiala (Legea privind inteligenta artificiala)

Mai multe informatii referitoare la activitatea Autoritatii Nationale de Supraveghere si
a Comitetului European pentru Protectia Datelor pot fi obtinute accesand adresele de internet:
https://www.dataprotection.ro/
https://edpb.europa.eu/our-work-tools/general-guidance/gdpr-guidelines-recommendations-
best-practices en
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I. General aspects

A. Signification of the European Data Protection Day

28™ of January 2022 marks the celebration of the European Data Protection Day by
the Member States of the Council of Europe, when 41 years have passed since the adoption,
in 1981, in Strasbourg, of Convention 108 for the protection of individuals with regard to
automatic data processing of personal data.

For the celebration of the European Data Protection Day, our institution organises the
online Conference named “Main aspects ascertained within the activity of the
National Supervisory Authority”, on which occasion specific aspects of the personal data
processing will be brought to the attention of both the controllers and processors.

On this occasion, our institution will launch the “Guidelines on the personal data
processing performed by the owners’ associations” that contains clarifying provisions
regarding the adequate application of the data protection regulations by the owners’
associations.

The National Supervisory Authority proposed to the Ministry of Education to include
the main notions and rules of personal data processing within the content of the new academic
discipline Legal education, which will be part of the educational curricula as of 2022-2023

school year.

In celebration of the European Data protection Day, informative video dedicated to
General Data Protection Regulation, made by our institution, will be broadcasted on the

national television post TVR and in the public transportation means.
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I. General aspects

B. Decision no. 20/2021 on the approval of the Additional
requirements for the accreditation of the certification bodies based on
Article 43 of the Regulation (EU) 2016/679

During 2021, in light of the provisions of Articles 42-43 of Regulation (EU) 2016/679,
the National Supervisory Authority issued the Decision no. 20/2021 on the approval of the
additional requirements for the accreditation of the certification bodies based on Article 43 of
the Regulation (EU) 2016/679.

In this context, we mention that Article 43 of Regulation (EU) 2016/679 provides that
the Member States shall ensure that the certification bodies can be accredited by the national
accreditation body appointed according to Regulation (EC) no 765/2008 of the European
Parliament and of the Council, in accordance with EN-ISO/IEC 17065/2012 and with the
additional requirements established by the national supervisory authority.

Therefore, following the consultations held with the Romanian accreditation body -
RENAR and considering the document issued by the European Data Protection Board nhamed
"Guidelines 1/2018 on certification and identifying certification criteria in accordance with
Articles 42 and 43 of the General Data Protection Regulatior’’ of the 4" of June 2019, at the
level of our institution, the additional requirements for the accreditation of certification bodies
based on Article 43 of Regulation (EU) 2016/679 were elaborated.

Entered into force on 12 of July 2021, the Decision contains the necessary
requirements that allow accreditation, that were structured in Chapters IV-IX and envisages
the general accreditation requirements, the requirements related to structure, to resources,
the requirements related to the process, to the management system and other additional
requirements, related to inclusively to the European standard EN-ISO/IEC 17065/2012.
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I. General aspects

C. The launch of the "Guidelines on the personal data processing
performed by the owners’ associations”; with the occasion of the European

Data Protection Day celebration

The National Supervisory Authority for Personal Data Processing drafted these
guidelines in order to support the owners’ associations in relation to the fulfilment of their
obligations as personal data controllers according to Regulation (EU) 2016/679, as well as on
the conditions of processing personal data and ensuring of the data subjects’ rights.

After the entry intro force of the General Data Protection Regulation, a large number
of opinions were requested to our institution by the owners’ associations on the personal data

processing they perform or intent to carry out.

Also, following the complaints received from data subjects, a series of findings resulted

within the investigation performed at owners’ associations.

Through the role they fulfil and the legal attributions, the owners’ associations are
personal data controllers and, therefore, the obligation to observe the provisions
of Regulation (EU) 2016/679, in particular in relation to ensuring the rights of the natural

persons and the confidentiality of the processing performed.

These guidelines are available on the website www.dataprotection.ro, together with

other documents and informative materials.

Ghid
Asociatii Proprietari
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II. Monitoring and control activity

Of the Supervisory Authority

During 2021, the National Supervisory Authority received a number of 5006
complaints, intimations and notifications of personal data breaches, based on which 691

investigations were opened.

Following the investigations, 36 fines were imposed with a total amount of Lei
371,131.95.

Also, 93 reprimands were applied and 56 corrective measures and one warning

were ordered.

Applied Fines

2021

2020

2019

M Fines

Applied Reprimands

2021 l 93 l
2020 l 64 .

2019 134

Reprimands
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II. Monitoring and control activity

Of the Supervisory Authority

A. The activity of handling complaints

In 2021, regarding the activity of handling complaints, the National Supervisory
Authority received a total number of 4634 complaints, based on which 319 investigations

were initiated.

Received complaints

2019 2020 2021

H Complaints

The complaints received by the Supervisory Authority in 2021 were referring, in
particular, to the following domains:

e the infringement of the data subjects rights, specifically of the right to access of the
data subject and the right to erasure of his/her data;

e the processing of images through video surveillance systems installed by the owners’
associations;

¢ the processing of personal data by infringing the provisions of Article 6 of Regulation
(EU) 2016/679;

¢ the infringement of the confidentiality and security measures for the processing of
personal data;

¢ the receiving of unsolicited commercial messages. ms
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II. Monitoring and control activity

Of the Supervisory Authority

Following the investigations carried out based on the complaints, the following

sanctions were imposed:

- 15 fines, out of which 14 under the Regulation (EU) 2016/679, representing a total
of Lei 141,530.1 (the equivalent of Euro 28,700) and one fine under Law no.
506/2004, in total amount of Lei 10,000;

- 71 reprimands;

- 40 corrective measures based on the provisions of Article 58 paragraph (2) letters
¢) and d) from Regulation (EU) 2016/679.

B. The control activity following the receipt of notifications of personal data

breach and of intimations

In 2021, with regard to the security breaches, the controllers submitted a number of
201 notifications, and the intimations regarding possible non-compliance with the provision
on Regulation (EU) 2016/679 were in amount of 171.

The security breaches referred, in principal, to the following aspects:

e confidentiality/availability/integrity of the personal data affected following the
unauthorised disclosure or as a result of a malicious software, ransom-ware type;

¢ illegal/unauthorized access to the personal data of the banking system clients’;

e unauthorized access to the video surveillance systems with closed circuit (CCTV);

e disclosure of personal data in the health system.
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II. Monitoring and control activity

Of the Supervisory Authority

Security breaches

2019 2020 2021

The intimations received were referring, in principal, to the following aspects:

e the lack of security measures, including on the websites;

o the publishing/disclosure of personal data in the online environment, especially on
social platforms;

o the lack of security measures on the websites;

o the use of body-worn cameras by the local police.

Based on the intimations received and the security breaches notified by the
personal data controllers, during the year 2021, at the level of the National Supervisory

Authority a number of 372 ex officio investigations and verifications were initiated.

Following the investigations performed ex officio, in 2021 21 fines were applied, in
total amount of Lei 35,000 (out of which 3 fines in amount of Lei 25,000 under Law no.
506/2004 and one fine in amount of Lei 10,000 under Law no. 190/2018) and Lei 184,601.85
(Euro 39,750 based on Regulation (EU) 2016/679), 22 reprimands, 16 corrective

measures and one warning. A
ANS
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II. Monitoring and control activity

Of the Supervisory Authority

The corrective measures imposed following the complaints and ex officio

investigations have addressed, in particular, the following:

e The observation of the data subjects’ rights provided under Regulation (EU)
2016/679;

e The implementation of appropriate technical and organisational measures to
ensure an adequate level of security, in order to maintain the security and to
prevent processing that are infringing the Regulation (EU) 2016/679, including
such as periodically training the persons processing data under the controller’s
authority;

e The observance of the data processing principles, in particular the ones regarding
the legality, accuracy, transparency and proportionality;

e Ensuring compliance of the processing operations with the provisions of Regulation
(EU) 2016/679;

e The carrying out of the information of all data subjects categories pursuant to
Articles 12-13 of Regulation (EU) 2016/679, in relation to the video surveillance
system, including by using informative icons nearby the places where the
surveillance cameras are installed;

e The implementation by the controller of appropriate data protection policies that
shall include appropriate and efficient measures in order for any request received
from the persons requiring to exercise their rights provided under Regulation (EU)
2016/679 to be analysed and solved within the deadlines provided under Articles
12-22 of the above mentioned legal enactment;

e The review of the internal procedures and the training of the employees in relation
to the risks and consequences that the data disclosure involves;

e The review and update of the technical and organisational measures implemented

following the evaluation of the risk for the rights and freedoms of persons,
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including the procedures referring to the electronic communications.
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II. Monitoring and control activity

Of the Supervisory Authority

C. Advisory activity

During the year 2021, the Supervisory Authority received a number of 941 requests
for opinions in relation to various aspects regarding the interpretation and application of the
Regulation (EU) 2016/679, from the controllers and their processors, from public and private
sectors, from other entities, as well as from natural persons, their complexity increasing during

each year.

D. Data protection officers

During 2021, the controllers continued to declare the data protection officers, by
registering with the National Supervisory Authority a number of 2,164 data protection officers

appointed by public and private controllers.

Data protection officers

2019 2020 2021
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External evolutions

Protocol amending the Convention 108

The novelties that the modernised Convention 108 brings through the Protocol
amending the Convention envisages the introduction of some guarantees, such as the
proportionality principle, the accountability principle, the right not to be subject to a decision
based solely on automated processing, the right to object, but also the possibility for the
international organisation to adhere to modernised Convention 108.

The modernised Convention 108 includes similar guarantees to those regulated under
the European Union law, mainly through Regulation (EU) 2016/679, its purpose being to

contribute to the general promotion of the European Union’s standards at international level.

The Ministry of Foreign Affairs initiated, in 2021, the draft law for the ratification of
the Protocol adopted at Strasbourg, on the 10" October 2018, amending the Convention for
the Protection of Individuals with regard to Automatic Processing of Personal Data, adopted
at Strasbourg, on the 28™ of January 1981, protocol that was signed by Romania on the 26"

of June 2020. For this draft law the National Supervisory Authority was a co-initiator.

The draft law was adopted by the Parliament during November 2021 thus becoming
Law no. 290 of the 9" of December 2021 for the ratification of the Protocol adopted at
Strasbourg, on 107" October 2018, amending the Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data, adopted at Strasbourg, on 28" of
January 1981.

Until January 2022, according to the information published on the website of the
Council of Europe, the Protocol amending the Convention 108 was signed by 43 states and
ratified by 15 states.
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External evolutions

Guidelines adopted by the European Data Protection Board during 2021

e Guidelines 01/2020 on processing personal data in the context of connected
vehicles and mobility related applications

e Guidelines 07/2020 on the concepts of controllers and processor under Regulation
(EU) 2016/679

e Guidelines 08/2021 on the targeting of social media users

e Guidelines 09/2020 on relevant and reasoned objection under Regulation (EU)
2016/679

e Guidelines 10/2020 on restrictions under Articles 23 of Regulation (EU) 2016/679

e Guidelines 02/2021 on virtual voice assistants

Guidelines proposed by the European Data Protection Board during 2021

and under public consultation

e Guidelines 03/2021 on the application of Article 65(1)a) of Regulation (EU)
2016/679

e Guidelines 04/2021 on codes of conduct as tools for transfer

e Guidelines 05/2021 on the interplay between the application of Article 3 and the

provisions on international transfers as per Chapter V of Regulation (EU) 2016/679
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External evolutions

Joint opinions of the European Data Protection Board (EDPB) and of the
European Data Protection Supervisor (EDPS) adopted during 2021

e EDPB - EDPS Joint Opinion 1/2021 on the European Commission’s Implementing
Decision on standard contractual clauses between controllers and processors for
the matters referred to in Article 28 (7) of Regulation (EU) 2016/679 and Article 29
(7) of Regulation (EU) 2018/1725

e EDPB - EDPS Joint Opinion 2/2021 on the European Commission’s Implementing
Decision on standard contractual clauses for the transfer of personal data to third
countries for the matters referred to in Article 46(2)(c) of Regulation (EU) 2016/679

e EDPB-EDPS Joint Opinion 03/2021 on the Proposal for a regulation of the European
Parliament and of the Council on European data governance (Data Governance Act)

e EDPB-EDPS Joint Opinion 04/2021 on the Proposal for a Regulation of the European
Parliament and of the Council on a framework for the issuance, verification and
acceptance of interoperable certificates on vaccination, testing and recovery to
facilitate free movement during the COVID-19 pandemic (Digital Green Certificate)

e EDPB-EDPS Joint Opinion 5/2021 on the proposal for a Regulation of the European
Parliament and of the Council laying down harmonised rules on artificial intelligence
(Artificial Intelligence Act)

Additional information on the activity of the National Supervisory Authority and of the
European Data Protection Board can be found at the following links:

https://www.dataprotection.ro/

https://edpb.europa.eu/our-work-tools/general-guidance/gdpr-guidelines-
recommendations-best-practices en

ANS

A %
PDCP







Autoritatea Nationala de Supraveghere a Prelucrarii Datelor cu Caracter Personal
Bulevardul G-ral. Gheroghe Magheru 28 - 30, sector 1, Bucuresti
Tel. +40.318.059.211

Email: anspdep@dataprotection.ro
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